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ABSTRACT: Many scholars bemoan recent court decisions that all but abolish the Fourth Amendment in public schools. Both scholars and dissenting judges largely confine these protests to the impact upon students and rights within the schoolhouse gate, perhaps because courts themselves purport to limit their decisions to the school context. This Note looks critically at recent school-search jurisprudence with a different concern: that diluting the Fourth Amendment rights of students in public schools dilutes the Fourth Amendment rights of all Americans. It explores the interactions between school-search cases and other search cases and argues that these interactions produce a "Domino Effect"; as courts revise legal standards and show great deference for school searches in an effort to uphold them, the effects reverberate throughout Fourth Amendment law. Tipping one domino of students' Fourth Amendment rights sets off a chain reaction that travels far beyond the schoolhouse gate. This Note further argues that these school-search programs condition new generations of Americans to expect incursions on privacy, thus "de-legitimizing" privacy expectations for everyone--a dangerous prospect in an era when emerging technology and new global threats squeeze Fourth Amendment rights from all sides.
 *783 I. INTRODUCTION
In 1943, America was a nation in crisis. Only two years removed from a devastating surprise attack, the country's soldiers were involved in heavy combat on multiple fronts. Domestic fears led to the detention of thousands of Americans with ethnic ties to the aggressors. In the midst of this atmosphere of crisis and patriotism, the Supreme Court showed the courage to strike down a state regulation requiring students to salute the American flag: "That [Boards of Education] are educating the young for citizenship is reason for scrupulous protection of Constitutional freedoms of the individual, if we are not to strangle the free mind at its source and teach youth to discount important principles of our government as mere platitudes." [FN1]
Writing for the majority in that case, Justice Robert Jackson refused to permit the dilution of students' First Amendment rights and warned of the dangers of weakening any constitutional rights in schools. [FN2] Jackson would undoubtedly show dismay at the state of students' rights today, and students' Fourth Amendment [FN3] rights may be the weakest of all. In a growing number of schools, students wishing to participate in extracurricular activities must submit to random drug testing. [FN4] Drug-sniffing dogs roam the classrooms. [FN5] Police officers wander the hallways. [FN6] *784 Government authorities wishing to conduct physical searches of students and their belongings can do so with little suspicion, [FN7] and sometimes none at all. [FN8]
Several commentators bemoan this overreaction to the perceived crisis in American schools, labeling the schools "police state[s]" [FN9] that are "far adrift from the constitutional harbor" [FN10] and the searches "a perversion of students' Fourth Amendment rights." [FN11] These commentators generally focus their analyses on the threats that recent cases and developments pose to students' Fourth Amendment rights. [FN12]
This Note takes a different course. It looks critically at recent school-search jurisprudence through the lens of Justice Jackson's primary concern: that diluting the constitutional rights of students may dilute the constitutional rights of all Americans. It explores the impact of such dilutions of students' Fourth Amendment rights and argues that they produce a "Domino Effect"; as courts revise legal standards for school searches in an effort to uphold them, the effects of these revisions reverberate throughout Fourth Amendment law. When one domino of Fourth Amendment rights falls for students, it sets off a chain reaction of falling dominoes that travels far beyond the schoolhouse gate.
Part II provides a brief introduction to the differences between Fourth Amendment rights in schools and society generally. It lays out traditional Fourth Amendment requirements and outlines the lengths to which courts are willing to bend traditional Fourth Amendment doctrines to accommodate school searches.
Part III shows the Domino Effect in operation, exploring the entanglement of Fourth Amendment rights in schools and Fourth Amendment rights in other *785 contexts. It examines the judicial promise to separate the two contextual groups into different doctrines that demand different protections, then details the ways in which courts break this promise. Specifically, it shows that courts borrow the framework, tests, facts, rationales, and legal conclusions of school-search cases to justify searches elsewhere.
Part IV explains the broader structure and dangers of the Domino Effect. It separates the Domino Effect's invasion on the Fourth Amendment into three fronts, all of which function simultaneously to lower Fourth Amendment rights of all citizens. First, giving schools great leeway to implement invasive search programs leads courts to uphold similar programs in other contexts as "constitutional by analogy." [FN13] Second, the balancing test required in school-search cases demands that courts characterize privacy interests as minimal in order to uphold the searches. Once courts minimize students' privacy interests in a particular search, they tend to minimize the privacy interests of others subjected to a similar kind of search. Third, the search programs act to condition young Americans' subjective expectations of privacy in certain types of searches, thus making them less likely to find future intrusions unreasonable.
This Note concludes with a message of fear--and hope. It argues that world events and technological advances raise the Fourth Amendment stakes, simultaneously creating the greatest dangers from the Domino Effect and the greatest temptations to give in to it. Yet the courts can make a stand on school searches and halt the Domino Effect in its tracks if they show the same foresight that Justice Jackson possessed in 1943. The courts must recognize that infringements on students' Fourth Amendment rights present unique dangers to the Fourth Amendment rights of all Americans--and they must take action before more dominoes fall.
II. ONE FOURTH AMENDMENT BEYOND THE SCHOOLHOUSE GATE, ANOTHER WITHIN IT
Sixty-two years ago, the Supreme Court boldly declared that school boards have  "important, delicate, and highly discretionary functions, but none that they may not perform within the limits of the Bill of Rights." [FN14] Thirty-six years ago, it assured students that they do not "shed their constitutional rights ... at the schoolhouse gate." [FN15] But only ten years ago, the Court added a bold asterisk to these statements. [FN16] In Vernonia School District 47J v. Acton, Justice Scalia wrote *786 that "Fourth Amendment rights, no less than First and Fourteenth Amendment rights, are different in public schools than elsewhere." [FN17]
Over the past ten years, courts hearing Fourth Amendment cases involving students have taken this statement to heart. [FN18] To understand how far these courts have gone in limiting the Fourth Amendment privacy of public school students, it is important to first understand the nature of Fourth Amendment privacy in general.
A. SEARCHES UNDER THE FOURTH AMENDMENT
1. Pre-T.L.O. Principles
The Fourth Amendment bars "governmental officials," [FN19] defined as "civil as well as criminal authorities," [FN20] from performing "unreasonable" searches and seizures. [FN21] If a court deems a search unreasonable (and therefore, unlawful), the Fourth Amendment requires the exclusion of evidence obtained in the unlawful search from a subsequent criminal proceeding. [FN22] The Supreme Court has held that *787 the passage of the Fourteenth Amendment made Fourth Amendment limits applicable to state and local officials, [FN23] thus creating a constitutional floor of protection from unreasonable searches by officials at all levels of government.
Not all actions that meet the dictionary definition of "search" [FN24] match the Supreme Court's definition for purposes of the Fourth Amendment. In Katz v. United States, [FN25] Justice Harlan wrote a concurring opinion stating that a search only takes place when the government invades some "reasonable expectation of privacy." [FN26] The Supreme Court later adopted and refined this test, holding that the government must have infringed some "legitimate expectation of privacy" to have conducted a search under the Fourth Amendment. [FN27]
Once a court determines that a search occurred, it then decides whether that search conformed to the requirements of the Fourth Amendment. The Framers' conception of those requirements is subject to strong debate. Some modern commentators argue that the Framers believed that warrantless searches were almost always unreasonable, [FN28] while others contend that warrants were ultimately *788 inconsequential to reasonableness at the time of the framing. [FN29] Regardless of the disagreement over the importance of warrants, however, commentators are all but universal in their agreement that general searches--searches not grounded in some kind of individualized suspicion--were the primary evil the Framers sought to address through the Fourth Amendment. [FN30]
The courts have adopted a middle ground in determining the reasonableness of a search by law enforcement officers. By default, a reasonable search requires a warrant. [FN31] This represents the zenith of Fourth Amendment protection, because officers must show probable cause [FN32] to a "neutral and detached magistrate" before they can obtain a warrant to search. [FN33]
The warrant requirement is far from absolute, however, and the Supreme Court has allowed many exceptions in a variety of contexts. [FN34] These exceptions fall into two broad categories: those that require probable cause and those that do not. The first category removes the protection of judicial approval before a search, but it still requires an officer to have probable cause; if there is no probable cause, *789 then the search is unreasonable. [FN35] Many searches fall into this category of exceptions to the warrant requirement, including searches incident to arrest, [FN36] searches conducted under exigent circumstances, [FN37] and searches of vehicles. [FN38]
The second broad category of exceptions to the warrant requirement, the exceptions that do not require probable cause, applies to some searches that are "minimally intrusive" [FN39] or prompted by concerns beyond normal law enforcement. [FN40] This category allows officers to satisfy reasonableness in one of two ways, both of which remove probable cause altogether from the reasonableness analysis.
The first, growing from the Supreme Court's 1968 decision in Terry v. Ohio,  [FN41] applies a test of "reasonableness in all the circumstances." [FN42] In Terry, the Court required reasonableness in two prongs: the search had to be "justified at its inception" (i.e., the officers had to have "reasonable suspicion" that the search would turn up contraband or evidence of a crime [FN43]) and "reasonably related in *790 scope to the circumstances which justified the interference in the first place." [FN44] Thus, while these searches drop the absolute of probable cause from the reasonableness calculus, they retain a less-demanding absolute of "reasonable suspicion." [FN45]
The second method of satisfying the Fourth Amendment without showing probable cause stems from the Supreme Court's 1967 decision in Camara v. Municipal Court, [FN46] which applies to general regulatory searches with "standardized procedures involving neutral criteria." [FN47] Rather than relying upon any absolutes, courts evaluate these searches with a balancing test that weighs the "intrusion on the individual's Fourth Amendment interests against [a search's] promotion of legitimate governmental interests." [FN48] Under this balancing test, the requisite suspicion may vary depending upon "the nature of the search." [FN49]
Justice Harry Blackmun explained and expanded upon this more relaxed standard in his concurrence to New Jersey v. T.L.O., [FN50] a school-search case. He characterized the rulings in Terry and a handful of other Fourth Amendment cases [FN51] as creating a probable-cause exception for "special needs" [FN52] situations that make "the warrant and probable-cause requirement impracticable." [FN53]
*791 2. The Fourth Amendment After T.L.O.: The "Special Needs" Exception
and Its Dangers
The Court ran with Blackmun's formulation of a "special needs" exception, quickly using it to establish yet another subcategory of searches. [FN54] These so-called "special needs" searches eliminate all absolutes from the reasonableness balancing test. They do not demand warrants, probable cause, or even reasonable suspicion for a constitutional search; the search may be one that usually requires higher levels of protection; and the purpose of the search may intersect with law enforcement. [FN55] The primary limit is that the government may not justify the search solely based on law enforcement; the Supreme Court distinguishes between "special" and normal needs by looking to whether there are larger concerns "than crime detection" [FN56] or whether the "purpose ... actually served [by the search] 'is ultimately indistinguishable from the general interest in crime control."' [FN57]
The apparent function of the "special needs" exception is to serve as the last resort for constitutionality under the Fourth Amendment, a catch-all category of exceptions to the usual warrant and probable-cause requirements. Although the balancing test of individual rights against government interests technically remains, the weight of the "government interests" side of the scale grows exponentially when the "special needs" exception is invoked. One commentator observed that "[w]hen the Supreme Court defines the governmental function as so exceptionally important that special needs ... justify inspection schemes normally vulnerable to the Fourth Amendment, it reduces the resulting balancing test to one in name only." [FN58]
*792 The Court has found the "special needs" exception to be a convenient lifeboat for rescuing laws that would face eradication under the usual Fourth Amendment analysis, primarily those authorizing general, suspicionless searches of certain groups. [FN59] Recent "special needs" cases show that government interests rise to the level of "special needs" when three conditions converge. First, there is a serious social problem in some context, [FN60] or at least the threat of one. [FN61] Second, the government has an interest in dispensing with the warrant and probable-cause requirements. This occurs when the situation poses an immediate threat to safety, [FN62] the inexperience of searching officials makes it difficult for them to recognize and follow probable-cause requirements, [FN63] or the "'the burden of obtaining a warrant is likely to frustrate the governmental purpose behind the search."' [FN64] Third, the purpose of the law and its means of achieving this purpose go beyond basic law enforcement. [FN65]
The first factor--the existence or threat of a serious social problem-- often colors the rest of the "special needs" analysis, [FN66] and thus the growing perception of crises in America takes on particular importance here. There has been no shortage of crises lately, and many of them--from terrorism, drug abuse, drunk driving and urban violence, to illegal Internet downloading-- lend themselves to greater government searches in reaction. All of these crimes carry increased emotional impact when they threaten children. Thus, it should come as little surprise that the *793 case that first described the "special needs" exception was the first Supreme Court case to apply the Fourth Amendment in the school setting: New Jersey v. T.L.O. [FN67]
Since the mid-1990s, and particularly after the tragic 1999 school shootings at Columbine High School, school districts have exploded with policy responses to these perceived crises. [FN68] From 1999 to 2001 alone, the number of school districts requiring drug testing for athletes nearly doubled. [FN69] Broader drug-testing programs for students in any extracurricular activities increased nearly six-fold. [FN70] In the 1999-2000 school year, shortly after Columbine and before many schools had the opportunity to put new programs in place, 21% of schools performed drug sweeps (usually using trained dogs) and 23% employed police or security officers within the school, [FN71] up from 10% just three years earlier. [FN72]
B. THE FOURTH AMENDMENT IN PUBLIC SCHOOLS: APPLYING THE "SPECIAL NEEDS"
EXCEPTION
Justice Scalia's observation that "Fourth Amendment rights ... are different in public schools than elsewhere" [FN73] was no exaggeration, at least after T.L.O. established that schools have a "special need" in performing their "heightened obligation to safeguard students." [FN74] The perception of crises in public schools remains consistent throughout the opinions in school-search cases, [FN75] leading one *794 judge to go so far as to proclaim that "our [public] schools are going to hell in a handbasket." [FN76]
These perceived crises and "special needs" lead courts to give great deference to state officials who conduct searches of students, whether such searches are individualized or general, and this deference pervades all factors of the Fourth Amendment search tests. Regarding the first factor of the "special needs" analysis (the existence or threat of a serious social problem), courts tend to presume that there is a crisis, often a drug or violence crisis, [FN77] even when there is little evidence to support this presumption. [FN78] Indeed, there is often reliable evidence to the contrary. [FN79]
Regarding the second factor of the analysis (the need for relaxation of usual search requirements), courts take educators at their word. They give great deference to the judgment of school officials regarding their justifications for searches, their proper scope, and the needs of the educational environment. [FN80] In individualized searches, the justification for a search can be as minor as "appearing too well-endowed" [FN81] or even merely attempting to guard one's privacy. [FN82] The scope can go to extremes when the justification rests on suspicion of drugs or violence, including strip searches if conducted by school officials of the same *795 gender. [FN83] The permissible scope of general, suspicionless searches goes almost as far. For example, school officials can "watch the student while he [urinates, and] listen for normal sounds of urination" during a random drug test required for participation in extracurricular activities. [FN84]
Finally, when applying the third factor of the "special needs" exception, the entanglement between law enforcement and school policy goes largely unquestioned. [FN85] Police officers stationed at public schools often enjoy the same deferential standard as school officials when conducting searches, even when the officers are employed by local police departments and the searches create criminal consequences for students. [FN86] The same standard may apply when school officials conduct a search based on a police tip. [FN87] Even suspicionless searches similar to the mandatory drug-testing regime in Vernonia can have criminal consequences. [FN88] In *796 fact, many of these searches are even more general and less protective than drug testing; they apply to the entire student body rather than an identifiable group of students, and students may not "opt out" of them by choosing not to participate in certain activities. [FN89]
In short, the world of today's high school student is beset with "reasonable" invasions of privacy that often bring real dangers of criminal prosecution. In any given school district on any given day, a student may be subject to a blanket search upon entry to the school, [FN90] a lockdown while drug-detecting dogs roam the classrooms and school grounds, [FN91] and invasive searches by school officials or school police officers based on slight hints of individualized suspicion. [FN92] All of these searches can carry criminal consequences. [FN93] If the student chooses to take part in extracurricular clubs or activities, drug tests may follow. The school's drug-testing procedures may then require the student to disclose all medications she is taking, urinate in the presence of a school official, and expose the chemical composition of her urine--which detects pregnancy and some diseases, in addition to drug use--to school officials. [FN94] Under such circumstances over the past decade, one might easily conclude that the privacy protection of the Fourth Amendment is one constitutional right students do shed at the schoolhouse gate.
III. THE POROUS SCHOOLHOUSE GATE? JUDICIAL "BORROWING" FROM SCHOOL-SEARCH CASES
Justice Scalia's assertion that "Fourth Amendment rights ... are different in public schools than elsewhere" [FN95] weighed heavily in his rationale for upholding suspicionless drug testing of student athletes in the Vernonia case. First, the school setting itself immediately sparked a "special needs" analysis. [FN96] Second, the school context pervaded all three factors that determine the reasonableness of the "special needs" search. It lowered the bar for the first factor, the "nature of the privacy *797 interest," [FN97] because educators normally stand in loco parentis [FN98] and, therefore, enjoy "a degree of supervision and control that could not be exercised over free adults." [FN99] It made the second factor, "the character of the intrusion," [FN100] "negligible," [FN101] considering that the drug-testing conditions "are nearly identical to those typically encountered in public restrooms, which ... schoolchildren use daily." [FN102] And it rendered the third factor, the "nature and immediacy of the government concern at issue," [FN103] almost toothless. After all, Scalia wrote, "[s]chool years are the time when the physical, psychological, and addictive effects of drugs are most severe," [FN104] and "the effects of a drug-infested school are visited ... upon the entire student body and faculty, as the educational process is disrupted." [FN105] In addition, he found that "the necessity for the State to act is magnified by the fact that this evil is being visited ... upon children for whom it has undertaken a special responsibility of care and direction." [FN106]
To ensure that there was no confusion, Scalia added a final exclamation on the importance of the school setting to the case:
We caution against the assumption that suspicionless drug testing will readily pass constitutional muster in other contexts. The most significant element in this case is the first we discussed: that the Policy was undertaken in furtherance of the government's responsibilities, under a public school system, as guardian and tutor of children entrusted to its care .... [W]hen the government acts as guardian and tutor the relevant question is whether the search is one that a reasonable guardian and tutor might undertake. [FN107]
In short, Scalia went to great lengths to build a wall around this case, to deny any value as precedent for lowered Fourth Amendment demands outside the school *798 setting. Other school-search cases follow suit, [FN108] and Scalia's discussion regarding the differences between the Fourth Amendment in schools and elsewhere is now a mandatory citation for courts that uphold school searches. [FN109]
A. BORROWING THE "SPECIAL NEEDS" FRAMEWORK OF SCHOOL-SEARCH CASES
Despite Scalia's efforts to designate schools as "special," these school-search cases--with their diluted, undemanding version of the "special needs" doctrine [FN110]--are appearing with greater frequency in the rationales for search cases beyond the schoolhouse gate. Before T.L.O., the school-search case that first articulated the "special needs" exception and applied it to schools, [FN111] the situations that warranted a relaxation of normal probable-cause requirements were few: searching at Border Patrol checkpoints, [FN112] frisking suspects [FN113] or searching areas of their vehicles likely to hold weapons, [FN114] and performing certain administrative inspections. [FN115] After T.L.O., however, "special needs" cases that justified dispensing with the constitutional norms of warrants, probable cause, and individualized suspicion mushroomed. Courts have since used "special needs" *799 rationales to uphold random searches of probationers' homes; [FN116] random drug tests for railroad employees, [FN117] customs officials involved in drug interdiction, [FN118] and probationers; [FN119] mandatory DNA sampling for convicted criminals; [FN120] random searches of the computers of government employees [FN121] and probationers convicted of child-pornography offenses; [FN122] highway checkpoints for sobriety [FN123] and information-gathering after a recent crime; [FN124] and a wide range of surveillance activities under the Patriot Act. [FN125]
The "special needs" exception does not create a complete blank check for government officials wishing to conduct warrantless, suspicionless searches; the Supreme Court has struck down a few regimes defended on the grounds of "special needs" in the years since T.L.O. and Vernonia, [FN126] often with unpredictable and *800 inconsistent reasoning. [FN127] "Special needs" do, however, open a new metaphorical door for courts to uphold government searches. [FN128] Courts have since walked through this door so often that the Ninth Circuit recently stated that "[l]iterally hundreds of thousands of suspicion-free, conviction-free citizens of our nation have been made subject to limited 'special needs' searches because of a demonstrable need transcending the boundaries of normal law enforcement." [FN129]
Of course, these cases do not show a domino effect in themselves; the significant correlation between the establishment of "special needs" in schools and the explosion of "special needs" elsewhere does not necessarily prove causation. Yet courts offer ample evidence that their deference in school-search cases pollutes Fourth Amendment cases elsewhere. Namely, courts have not hesitated to use school-search cases to justify expansive searches in other contexts. They use these school-search cases in three significant ways: they borrow the tests and classifications for Fourth Amendment reasonableness, borrow the facts and rationales, and borrow legal conclusions out-of-context.
B. BORROWING THE TESTS AND CLASSIFICATIONS OF SCHOOL-SEARCH CASES
First, courts do not hesitate to borrow the less-demanding tests and classifications of school-search cases for cases outside the classroom. T.L.O. and Vernonia may have opened the floodgates to a plethora of "special needs" cases outside of schools. [FN130] But the less-demanding balancing tests employed by those cases appear in other contexts, as well-- situations where the government does not have responsibility as a "guardian and tutor of children entrusted to its care." [FN131]
The fact that T.L.O.'s test to define "special needs" appears in these cases is not surprising. After all, Blackmun's concurrence in T.L.O. merely defined this category of searches by looking at the opinions of prior, non-school cases that did not demand probable cause. [FN132] But the recurring use of the balancing test that applies after a finding of "special needs"-- articulated in Vernonia as weighing the nature of the privacy interest (the legitimate expectation of privacy) and the scope *801 of the intrusion against government needs, without any need for reasonable suspicion [FN133]--has oozed beyond both the school and "special needs" contexts.
Scalia adopted this test for the Vernonia case as a more flexible alternative to the one applied in T.L.O. (whether the search was "justified at its inception" and "reasonably related in scope to the circumstances which justified the interference in the first place"). [FN134] This looser balancing test was not moored to either the warrant requirement or any kind of reasonable suspicion, and its application allowed the suspicionless drug-testing regime of Vernonia to pass constitutional muster. [FN135] Its major limitation was the need for a finding of "special needs," and those "special needs" existed within the school context. [FN136]
Yet this test appears in cases that have nothing to do with "special needs" or schools. In Wyoming v. Houghton, [FN137] for example, Justice Scalia wrote for the majority in upholding the search of a car passenger's purse after a routine traffic stop, when the driver admitted that he had drug paraphernalia in his pocket, but claimed that the passenger did not. [FN138] Scalia first examined precedent and historical evidence to prove that probable cause to search the driver and his belongings for drugs extends to the belongings of a passenger in his car. [FN139] He could have justified the search based on that analysis alone, placing the case within the broad class of Fourth Amendment searches that do not require warrants, but do require a showing of probable cause. [FN140]
But Scalia did not stop there. In an alternative holding, he wrote that "[e]ven if the historical evidence ... were thought to be equivocal, we would find that the balancing of the relative interests weighs decidedly in favor of allowing searches of a passenger's belongings." [FN141] At first glance, this seems like an attempt to shift this case into the class of searches that demand only "reasonable suspicion." [FN142]
Yet Scalia made no mention of reasonable suspicion in Houghton. [FN143] He instead adopted a unique test [FN144] for Fourth Amendment searches in cases that do *802 not rely on "special needs"; he wrote that "[w]here [an] inquiry [into whether a search or seizure was unlawful at the time the nation adopted the Fourth Amendment] yields no answer, we must evaluate the search or seizure under traditional standards of reasonableness." [FN145] What are those "traditional standards"? Scalia's answer is to cite the Vernonia balancing test. [FN146] Thus, the Court replaced its prior Fourth Amendment test, which relied heavily on individualized probable cause, [FN147] or at least reasonable suspicion, [FN148] with the looser test designed for the most drastic exception [FN149] to this prior precedent.
C. BORROWING THE FACTS AND RATIONALES OF SCHOOL-SEARCH CASES
Courts further breach the schoolhouse gate when they borrow the facts and reasoning of school-search cases to justify upholding searches and seizures outside the school setting. The best examples come from the first two Supreme Court applications of the "special needs" exception after T.L.O.: O'Connor v. Ortega [FN150] and Griffin v. Wisconsin. [FN151]
In O'Connor, the Court found that the trial court erred when it granted summary judgment on a section 1983 claim [FN152] to a psychiatrist whose government employer, a state hospital, searched his office without probable cause. [FN153] The T.L.O. case, decided two years earlier, played a major role in the decision. The Court used the facts that justified relaxing the warrant requirement in the school context to justify relaxing the warrant requirement in the employment context. It stated that T.L.O. dispensed with the warrant requirement because it "would unduly interfere with the maintenance of the swift and informal disciplinary procedures needed in the schools." [FN154] After borrowing this statement from T.L.O. out of context, [FN155] the Court then argued that the warrant requirement would inflict *803 similar harms in the workplace. [FN156] It further equated the inexperience of teachers "in the complexities of probable cause" to those of the government employer in this case. [FN157] Based on these analogies to T.L.O., it remanded the case for a determination of constitutionality under the original "special needs" test of "reasonableness of both the inception of the search and its scope." [FN158]
In Griffin, the Court made clear that neither the impracticality of the warrant requirement nor the searching parties' inexperience with probable cause were necessary conditions for lowering search standards. Led by Scalia, the Court upheld State searches of probationers' homes as a condition of probation, regardless of the presence of individualized suspicion. [FN159] Scalia drew a direct parallel between probationers and students: "A state's operation of a probation system, like its operation of a school ... likewise presents 'special needs' beyond normal law enforcement that may justify departures from the usual warrant and probable-cause requirements." [FN160] He later elaborated on this comparison, stating that the similarity between the school conditions justifying lower standards for searches and the probation system rested in the fact that each is "a situation in which there is an ongoing supervisory relationship--one that is not, or at least not entirely, adversarial--between the object of the search and the decisionmaker." [FN161]
Blackmun dissented and pointed out Scalia's misuse of his concurring opinion in T.L.O. in several ways, [FN162] most importantly, Scalia's assumption that the finding of "special needs" automatically negates the necessity for probable *804 cause. [FN163] After Griffin, the Court never demanded probable cause--or any kind of individualized suspicion--in a "special needs" situation. [FN164]
Despite this corruption of the original "special needs" test as laid out in the Court's first school-search case, courts continued to designate situations worthy of "special needs" by analogy to school-search cases. Most recently, school-search cases have come to the forefront in mandatory DNA testing and drug testing outside the school context. The Supreme Court has yet to rule directly on the constitutionality of statutes that require probationers to provide blood samples for inclusion in a DNA database, but numerous lower courts have ruled that they are constitutional under either a "special needs" or "totality of the circumstances" analysis. [FN165]
The courts utilizing a "special needs" analysis often rely heavily upon  Vernonia and Board of Education of Independent School District No. 92 of Pottawatomie County v. Earls, [FN166] the Supreme Court's two rulings on school drug-testing programs. [FN167] One such case, United States v. Sczubelek, [FN168] directly utilizes a "constitutional-by-analogy" style of reasoning. [FN169] There, the court found "special needs" in monitoring probationers, and it applied a balancing test to the mandatory DNA sampling of all probationers. [FN170] Within the balancing test, it compared the nature of the blood-draw privacy intrusion to the nature of the urine-sample privacy intrusion accompanying drug screens: "Unlike a urinalysis which can reflect the presence of illegal substances, the DNA sample only offers the potential to link the donor with a crime." [FN171] It also used the Earls case, which admitted that *805 "urination 'is an excretory function traditionally shielded by great privacy,"' [FN172] to discount the intrusiveness of the blood-draw, which, by contrast, is "an accepted part of daily life." [FN173] In short, the court implicitly reasoned that if suspicionless tests using urine samples that can show evidence of criminal activity are constitutional, surely DNA samples requiring only a blood draw that cannot show per se evidence of criminal activity are constitutional as well.
Courts have also used school drug-testing cases to enable the expansion of drug testing in other contexts. The Supreme Court appeared to place some limits on drug-testing regimes in the 1997 case of Chandler v. Miller, [FN174] when it struck down a law requiring candidates for political office to submit to drug tests. [FN175] The Court ultimately found that the law reflected a need that was "symbolic, not 'special."' [FN176] But the Supreme Court's subsequent student drug-testing case, Earls, suggested that symbolic measures could be special in the school setting. Even though a school district gave almost no evidence of a drug problem among its students, [FN177] the Court upheld its policy of random drug testing for all students involved in any extracurricular activity: "[I]t would make little sense to require a school district to wait for a substantial portion of its students to begin using drugs before it was allowed to institute a drug testing program designed to deter drug use." [FN178]
It did not take long for that statement to break beyond the schoolhouse gate. The Sixth Circuit used it to uphold a program of random drug testing for certain state employees. [FN179] Despite finding "no evidence of a particularized or pervasive drug abuse problem among the test-designated employees," [FN180] the court cited Earls for the proposition that "the need to deter and prevent a substantial harm provides the necessary immediacy for the imposition of a drug testing program." [FN181] It then borrowed the Earls statement that "it would make little sense" *806 to wait for a problem to arise before deterring it, and thus it found that there were "special needs." [FN182] In short, courts have proven unwilling or unable to segregate the facts and rationales of school-search cases from search cases in other contexts; the gated schoolhouse has become an open campus for Fourth Amendment precedent and reasoning by analogy.
D. BORROWING THE LEGAL CONCLUSIONS OF SCHOOL-SEARCH CASES
The Supreme Court conceded that the strength of the government interests in school-search cases depends upon the unique school setting. [FN183] Yet courts do not hesitate to borrow legal conclusions of school-search cases outside the context of both the school setting and the opinions in which such conclusions appear.
Chief Justice Rehnquist's dissent in Chandler offers a prime example.  [FN184] He disputed the symbolic nature of a drug-testing program for political candidates and cited Vernonia for the proposition that privacy interests in urine tests were "negligible," [FN185] ignoring the importance of other factors to the Vernonia Court's finding of lowered expectations of privacy. [FN186]
Lower courts, meanwhile, have written out-of-context conclusions into law through majority opinions in non-school cases. In Kopkey v. State, [FN187] a probationer drug-testing case, the Indiana Court of Appeals characterized Vernonia as holding that "a search of a citizen may be 'reasonable' under the Fourth Amendment, even when there is no individualized suspicion of wrongdoing whatsoever, because the Fourth Amendment does not necessarily require such suspicion." [FN188] The Louisiana Court of Appeals read Vernonia and Earls as allowing the government to conduct suspicionless searches when it has a "need to discover latent or hidden conditions." [FN189] The Fourth Circuit used the Earls assertion that "the Fourth *807 Amendment does not require employing the least restrictive means," [FN190] a statement that was justified by rulings in other "special needs" cases, [FN191] to allow a police officer to search the area surrounding a secluded home after receiving one anonymous tip. [FN192] The search did not implicate "special needs," [FN193] and it typifies the frequent distortion of school-search cases; not only do courts borrow the tests and facts from the school context, but they abduct the legal conclusions of school-search cases as well.
IV. THE "DOMINO EFFECT"
Despite the assurances of the courts, [FN194] the frequent borrowing from school-search cases demonstrates that these decisions do not merely dilute the Fourth Amendment for students. The frequency with which courts cite school-search cases in other contexts shows that attempts to divide Fourth Amendment rights into separate enclaves are futile. Once these cases leave the school grounds, they diffuse throughout the realm of Fourth Amendment law. The journey of the "special needs" balancing test from an exceptional step taken when warrants were impracticable to the ultimate test of reasonableness for some searches [FN195] is just one example, and it shows the uncontrollable nature of lower Fourth Amendment standards in schools. It shows a domino effect.
The Domino Effect of cases restricting students' Fourth Amendment rights amounts to a three-fronted invasion on Fourth Amendment rights for all citizens: the "allowable by analogy" front, the "de-legitimization" of previously legitimate expectations of privacy front, and the subjective conditioning front.
A. FRONT ONE: CONSTITUTIONAL BY ANALOGY
The declaration of "special needs" in schools allows schools to adopt myriad search programs under lower standards. When other governmental bodies adopt similar programs outside schools, courts tend to uphold them under "special *808 needs," through analogy with school programs. [FN196] Thus, even though the "special needs" of schools apply to a specific relationship--that between student and tutor or guardian [FN197]--courts in non-school cases examine the "special needs" in schools as if they apply to a specific search program. The constitutionality of the drug-testing programs upheld in Vernonia and Earls depended in large part on the "special needs" of the State in its role as guardian or tutor, not solely on the "special needs" of the particular program at issue. [FN198]
Yet courts use these school-search cases as ammunition for a finding of constitutionality where programs are similar, but relationships are not. [FN199] Thus, a domino effect results; courts give schools wide latitude in adopting search programs because of their responsibilities as guardians and tutors, but any program that schools adopt to further these responsibilities could be held constitutional-by-analogy when the government replicates it in another context.
Such a trend could bring about the permanent dilution of the Fourth Amendment. Take Justice Thomas's statement in the Earls case that "it would make little sense to require a school district to wait for a substantial portion of its students to begin using drugs" before allowing it to conduct suspicionless drug testing. [FN200] Given the "special needs" of the student-educator custodial relationship in schools, the statement is at least somewhat defensible; [FN201] in an ideal mentor relationship, the mentor might have the opportunity and moral responsibility to deter students from drug use even if the methods go beyond those appropriate in a *809 State-subject relationship. But taken out of this context, this statement could be used to justify almost any suspicionless search regime to prevent any serious harm-- from suspicionless computer monitoring of all citizens to prevent terrorism, [FN202] to mandatory ID cards and DNA sampling to prevent criminal activity, [FN203] to placing facial-recognition surveillance cameras in all public places to prevent all crimes. [FN204]
B. FRONT TWO: "DE-LEGITIMIZING" LEGITIMATE EXPECTATIONS OF PRIVACY
On the second front, these school-search cases infect the Fourth Amendment by "de-legitimizing" expectations of privacy throughout society. Upholding school-search programs under a "special needs" analysis requires an inquiry into students' legitimate expectations of privacy in the things being searched--from their bags, purses, and lockers to the chemical composition of their urine. Courts then balance these expectations and the scope of the search against government needs. [FN205] When courts uphold school searches, thus ruling that students' privacy interests are either completely illegitimate or not legitimate enough to overcome government needs, their characterizations of the privacy interests carry onward into future opinions. [FN206] When the Court declared that privacy interests of student athletes forced to submit to urinalysis tests were "negligible," [FN207] for example, that characterization carried over into drug testing of students in any extracurricular *810 activity. [FN208] In this sense, once courts uphold one type of search in schools, the courts' determination of a lower level of privacy interest is etched in stone for future searches of the same type.
But this branch of the Domino Effect is not limited to students' rights. As courts find analogies between search programs in schools and those instituted in other contexts, the asserted illegitimacy (or insufficient legitimacy) of the privacy interests of students subjected to such programs weighs against the legitimacy of privacy interests of others subjected to analogous programs in other contexts. [FN209] Thus, the student-athletes' "negligible" privacy interest in the chemical composition of their urine serves to render the prisoners' privacy interest in their genetic codes negligible, as well. [FN210]
Of course, each of these first two fronts of the Domino Effect could also result from lowering the Fourth Amendment rights of customs employees or probationers, two other groups subjected to "special needs" searches and lowered expectations of privacy. What makes restrictions on Fourth Amendment rights in schools more threatening, more apt to produce a domino effect?
Courts are particularly willing to bend the "special needs" analysis to give educators, unlike other groups, "a certain degree of flexibility in ... disciplinary procedures." [FN211] Thus, schools are more likely to serve as the source of dilution because they are the lowest common denominator of Fourth Amendment law among non-criminals; government searches of students in schools may have a better chance of surviving judicial scrutiny than searches of any group anywhere else. Once they gain a foothold in schools, they are more likely to survive elsewhere.
C. FRONT THREE: PANOPTIC CONDITIONING
The courts' leniency in dealing with school searches is not the only characteristic that makes incursions on students' rights more likely to produce the Domino Effect. In addition, there is a third front to the Domino Effect that relates directly to the subjective nature of the Fourth Amendment itself; [FN212] once students start to view certain parts of their lives as no longer private from the State, they are less likely to expect privacy in those parts of their lives in adulthood. [FN213]
*811 British philosopher Jeremy Bentham described the power of this kind of psychological conditioning in his 1787 essay, "Panopticon." [FN214] Bentham outlined a proposal for a prison with solitary cells in a circular arrangement surrounding a guard tower. [FN215] The cells have windows to the outside (to illuminate the cell) and windows facing the tower (to allow guards full visibility). [FN216] Through a series of blinds and obstructions, however, the prisoners can never see when guards are watching them and when they are not, and must, therefore, assume that they are always under surveillance. [FN217] The effect, writes modern philosopher Michel Foucault, is "to induce in the inmate a state of conscious and permanent visibility that assures the automatic functioning of power." [FN218] Foucault describes the source of that power:
A real subjection is born mechanically from a fictitious relation .... He who is subjected to a field of visibility, and who knows it, assumes responsibility for the constraints of power; he makes them play spontaneously upon himself; he inscribes in himself the power relation in which he simultaneously plays both roles; he becomes the principle of his own subjection. By this very fact, the external power may throw off its physical weight; it tends to the non-corporal; and, the more it approaches this limit, the more constant, profound and permanent are its effects: it is a perpetual victory that avoids any physical confrontation and which is always decided in advance. [FN219]
Bentham recognized--and Foucault explained--the concept that privacy in a disciplinary relationship is a state of mind, and the removal of subjective privacy functions as a conditioning mechanism with lasting effects. While there is scant empirical research of the impact of such search schemes upon expectations of privacy over time, [FN220] one oft-cited 1993 study of societal attitudes regarding the *812 intrusiveness of various government searches suggests a correlation between this kind of conditioning and expectations of privacy. [FN221] The authors of the study presented four groups [FN222] with a series of hypothetical searches and asked them to rank the intrusiveness of each search. [FN223] The study validated an "inference of guilt" theory; the more evidence of individualized suspicion presented in the hypothetical, the less intrusive the participants' perception of the search. [FN224]
This fits with a "conditioning" model of privacy expectations. Individualized searches have always been allowed under the Fourth Amendment, while suspicionless searches are a more recent phenomenon. [FN225] Thus, the longstanding permissibility of searches with individualized suspicion may be the source of lower feelings of intrusiveness compared with suspicionless searches, [FN226] which were less common at the time of the study. Among these suspicionless searches, the study found less intrusiveness for those searches that were more common (rummaging through a suitcase at an airport without suspicion received an intrusiveness ranking of twenty-five out of fifty), but much greater intrusiveness for searches that are less common (the same suspicionless suitcase search before boarding a bus received an intrusiveness rating of forty-five out of fifty). [FN227]
The study also found "a significant relationship between due process attitudes and perceptions of intrusiveness; that is, the more due process-oriented the subject, the more likely the search and seizure scenarios are to be perceived as intrusive." [FN228] In other words, the more information people have about their rights, the more likely they are to recognize any infringements on those rights. As noted by Justice Jackson, stripping students of constitutional freedoms in schools is not conducive to teaching them about the nature of those freedoms. [FN229] Thus, they will *813 be less likely to perceive future searches as intrusive because they will have less of a sense of entitlement to constitutional rights.
This phenomenon has some empirical support. A 2005 study using survey results from more than 100,000 high school students in 544 high schools nationwide [FN230] reveals a correlation between the amount of education students receive regarding the First Amendment and the value they place on its protections (as well as their misconceptions of these protections). For example, 87% of students who had taken several classes dealing with media or the First Amendment agreed that "people should be allowed to express unpopular opinions." [FN231] Among students who had not taken such classes, only 68% agreed with the statement. [FN232] Both groups showed less respect for the right to dissent than their elders; 95% of adults agreed with the statement. [FN233]
First Amendment rights, just like Fourth Amendment rights, "are different in public schools than elsewhere," [FN234] and the study also shows the impact of some of these differences on students' attitudes. For example, the Supreme Court has held that school administrators may censor school-sponsored student media [FN235] and punish some student speech [FN236] "even though the government could not censor similar speech outside the school." [FN237] The study reflected these differences; only 51% of students believed that newspapers "should be allowed to publish freely without government aproval [sic] of stories," [FN238] compared to 70% of adults. [FN239] Students also viewed First Amendment rights more skeptically than adults; 35% believe "[t]he First Amendment goes too far" (compared to 30% of adults), while only 44% disagreed with that statement (compared to 65% of adults). [FN240] The study further showed that the students lacked a basic understanding of First Amendment *814 freedoms; [FN241] did not appreciate these freedoms; [FN242] and, in many cases, did not even know about them. [FN243] The study verified Justice Jackson's greatest fears; if schools do not teach and reinforce constitutional freedoms, students will treat them as if they are mere platitudes.
There is no reason to believe that the Fourth Amendment will stand immune to these dangers. As school searches become more common, their perceived intrusiveness will decrease, and a domino effect may result. First, the lower level of perceived intrusiveness makes it less likely that the courts will ever overturn the constitutionality of the searches in schools, because expectations of privacy become less and less legitimate. Second, the exposure to searches and lower level of perceived intrusiveness may make younger generations less "due process-oriented," and, thus, more willing to accept infringements upon their privacy. Finally, as these younger generations attain positions of power in society, they may be more likely to view suspicionless or low-suspicion search programs as acceptable options for handling persistent social problems.
V. CONCLUSION
The immediacy of the need for courts to stop the dominoes from falling cannot be overstated. The Domino Effect of school searches on the Fourth Amendment has great implications in an era when new means of surveillance and the perception of ever-expanding, latent social threats combine to squeeze the Fourth Amendment from all sides. Improving technology means that the government does not need to physically invade the home or seize papers from locked drawers. Instead, it can simply perform such general searches with high-tech snooping systems such as the FBI's Carnivore and the NSA's ECHELON, which capture electronic communications. [FN244] Face-recognition technology and *815 video surveillance can eliminate the need for government agents to physically "tail" a suspect or walk a beat. [FN245] With the digitization of information, government agents can read one's papers and listen to one's phone calls without touching a single piece of paper or planting a single wiretap. [FN246]
At the same time, pressures to use these tools are great. Americans perceive terrorism as a serious threat and drug use as a chronic social problem. Yet wars on terrorism and drugs turn Fourth Amendment protections on their heads; to create the perception of safety and action that citizens demand, the government must invade privacy. [FN247]
Together, growing technological capability and the perception of a growing need to use it function as a tightening vice upon Fourth Amendment rights. Between its jaws rests a younger generation of Americans becoming more and more accustomed to such invasions. They submit to suspicionless searches of lockers, bags, and pockets. [FN248] They submit to drug sweeps [FN249] and drug tests. [FN250] And they submit to significant police-school entanglement. [FN251] For many, their early interactions with State authority involve checking their Fourth Amendment rights at the schoolhouse gate. If courts continue to permit invasions of student privacy and schools continue to churn out citizens who are ill-equipped to recognize and defend against invasions of privacy, then the constitutional definition of an "unreasonable search and seizure" may continue on its current path toward impotence.
Because of the combined pressures to invade privacy, efforts to restack the dominoes of Fourth Amendment rights demand intervention from unelected federal courts that do not face the election-cycle pressures of legislators. [FN252] Courts *816 must first eliminate their own role in the Domino Effect. In the short term, they must refuse to draw analogies or borrow tests, facts, or legal conclusions from school-search cases. School-search cases reveal a unique leniency of review toward State action [FN253] that must not carry into the rest of society. In short, the courts must remember that "Fourth Amendment rights ... are different in public schools than elsewhere" [FN254] when evaluating their applicability in other contexts. [FN255]
In the long term, however, courts must work to reduce the differences between the Fourth Amendment in schools and the Fourth Amendment elsewhere; they must lift students' protections up to the level of adults', rather than dropping adults' protections to the level of students'. They must add teeth to the "special needs" exception in schools by taking a tougher stand on educator-police involvement and by showing greater suspicion of schools' motives in conducting searches, instead of blindly deferring to educators. [FN256] Even a mildly less deferential approach, such as requiring some evidence of a widespread problem before authorizing sweeping search programs, would invalidate a number of largely symbolic measures. [FN257]
Finally, they must return to the attitude of judicial opinions regarding students' rights during the height of American wars against fascism and totalitarianism. In those opinions, the Supreme Court recognized that infringements on the constitutional liberties of schoolchildren are more, not less, dangerous than infringements on the general population's liberties. [FN258] Courts must return to this recognition that the educational mission does not require symbolic shows of authority, but it does require an effort to teach students about liberty and responsibility in a free republic.
This mission will not be easy to recapture, because entrenched current school-search policies are difficult to remove. If drug abuse, violence, and crime increase in schools in future years, search proponents may offer more drastic solutions. If these problems continue to decrease, proponents may offer arguments that the positive change came because of such policies rather than in spite of them. Even *817 though the recent "crises in our schools" are largely fictitious, at least when they relate to drugs and violence, [FN259] they remain etched in Fourth Amendment jurisprudence. [FN260]
Yet the courage of Justice Jackson offers hope. Against the backdrop of a surprise attack by a foreign enemy, a catastrophic war overseas, and an understandable wave of patriotism at home, he led a majority of the Supreme Court in ruling that the State could not compel a student to salute the flag even when thousands were sacrificing their lives to protect it. Regardless of the pressures to restrict that constitutional right at that time, Jackson refused to give the State permission to "teach youth to discount important principles of our government as mere platitudes." [FN261]
Today's courts must show the same resolve. They must recognize that, when they stretch the Constitution to uphold school searches, students are not the only ones who feel the impact. These cases shake every corner of Fourth Amendment law, their vibrations reaching places far beyond the schoolhouse gate. The more these courts shirk their duties, the more they nod approvingly as schools conduct increasingly extensive and intensive searches in the name of crisis, and the more the Fourth Amendment rights of all Americans become mere platitudes--one domino at a time.
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[FN1]. W. Va. State Bd. of Educ. v. Barnette, 319 U.S. 624, 637 (1943).
[FN2]. Jackson was concerned about the message that such dilution would send to American schoolchildren--that it would "teach youth to discount important principles of our government as mere platitudes." Id. This Note examines that concern in the context of the Fourth Amendment, arguing that it constitutes one of three distinct fronts in the Domino Effect of school-search cases on Fourth Amendment rights generally. See infra Part IV.C (examining the impact of conditioning on expectations of privacy).
[FN3]. State (as opposed to federal) officials conduct the majority of the searches discussed in this Note. In the interest of clarity, however, this Note refers to all violations of the constitutional prohibition against "unreasonable searches and seizures" as violations of the Fourth Amendment.
[FN4]. In 2001, approximately 5% of public school districts nationwide employed drug-testing programs for student athletes, and 3% employed drug-testing programs for students involved in any extracurricular activities. Ryoko Yamaguchi et al., Relationship Between Student Illicit Drug Use and School Drug-Testing Policies, 73 J. SCH. HEALTH 159, 160 tbl.1 (2003). That number constituted a significant increase from only two years earlier, when less than 3% of schools had drug-testing programs for student athletes and less than 1% had drug-testing programs for students in extracurricular activities. Id. The Supreme Court did not affirm the constitutionality of drug-testing programs for students in all extracurricular activities until 2002, and therefore it is safe to assume that the number of schools using drug-testing programs has continued to increase. See infra notes 78, 167, 177-78 and accompanying text (discussing the 2002 Supreme Court case upholding mandatory drug-testing programs for students involved in extracurricular activities).
[FN5]. In the 1999-2000 school year, 21% of public school districts reported that they perform routine drug sweeps through the school. NAT'L CTR. FOR EDUC. STATISTICS, INDICATORS OF SCHOOL CRIME AND SAFETY 2002, at 139 app. A tbl.A3 (2002), available at http://www.nces.ed.gov/pubs2003/2003009.pdf.
[FN6]. In the 1999-2000 school year, 23% of public school districts reported a daily officer presence at the school, whether uniformed police officers or security personnel. Id.
[FN7]. See New Jersey v. T.L.O., 469 U.S. 325, 341 (1985) (holding that searches by school officials do not require probable cause, but merely "reasonableness, under all the circumstances"); People v. Dilworth, 661 N.E.2d 310, 318 (Ill. 1996) (holding that searches conducted by police officers assigned to local schools are held to the less demanding standard of "reasonable suspicion," even though the same searches would require probable cause if conducted outside the school environment); see also infra notes 81-82 and accompanying text (giving examples where school officials conducted searches with minimal suspicion, yet courts upheld them as constitutional).
[FN8]. See Bd. of Educ. of Indep. Sch. Dist. No. 92 of Pottawatomie County v. Earls, 536 U.S. 822, 837-38 (2002) (upholding a school program of random drug testing for students in extracurricular activities); In re F.B., 726 A.2d 361, 363, 368 (Pa. 1999) (upholding a school's blanket search of all students upon entry into the school building); Commonwealth v. Cass, 709 A.2d 350, 352, 358 (Pa. 1998) (upholding, in the absence of individualized suspicion, a school's blanket search of the school for drugs).
[FN9]. Josh Kagan, Reappraising T.L.O.'s "Special Needs" Doctrine in an Era of School-Law Enforcement Entanglement, 33 J.L. & EDUC. 291, 325 (2004).
[FN10]. Aaron Marcus, Comment, Beyond the Classroom: A Reality Based Approach to Student Drug Testing, 3 WHITTIER J. CHILD & FAM. ADVOC. 365, 403 (2004).
[FN11]. Garth Thomas, Comment, Random Suspicionless Drug Testing: Are Students No Longer Afforded Fourth Amendment Protections?, 19 N.Y.L. SCH. J. HUM. RTS. 451, 452 (2003).
[FN12]. See generally Kagan, supra note 9 (advocating a revision of the lower search standards in schools due to excessive police-school entanglement); Marcus, supra note 10 (arguing for suspicion-based, rather than suspicionless, searches in schools); Thomas, supra note 11 (arguing that suspicionless drug testing of students in extracurricular activities may lead to drug testing of all students).
[FN13]. This Note uses the phrase "constitutional by analogy" to refer to cases of first impression under the Fourth Amendment, in which courts tend to look to analogous searches in other contexts for guidance in deciding the constitutionality of the search at issue. See infra Part III.A (giving examples of cases where courts held searches "constitutional by analogy").
[FN14]. W. Va. State Bd. of Educ. v. Barnette, 319 U.S. 624, 637 (1943).
[FN15]. Tinker v. Des Moines Indep. Cmty. Sch. Dist., 393 U.S. 503, 506  (1969).
[FN16]. See Vernonia Sch. Dist. 47J v. Acton, 515 U.S. 646, 655-56  (1995) ("[W]hile children assuredly do not 'shed their ... constitutional rights at the schoolhouse gate,' the nature of those rights is what is appropriate for children in school.") (citation omitted).
[FN17]. Id. at 656. Relying upon the distinction between constitutional rights and privacy interests of children in schools and those of adults generally, the Court ultimately upheld the Vernonia School District's program of random, suspicionless drug testing for student athletes:
[We] conclude Vernonia's Policy is reasonable and hence constitutional. We caution against the assumption that suspicionless drug testing will readily pass constitutional muster in other contexts. The most significant element in this case is the first we discussed: that the Policy was undertaken in furtherance of the government's responsibilities, under a public school system, as guardian and tutor of children entrusted to its care. 
Id. at 664-65.
[FN18]. Courts often cite this sentence of the Vernonia opinion when they uphold the reasonableness of a variety of school searches that the Fourth Amendment might not authorize off school grounds. See, e.g., Bd. of Educ. of Indep. Sch. Dist. No. 92 of Pottawatomie County v. Earls, 536 U.S. 822, 830 (2002) (upholding a school district's program of random, suspicionless drug testing for all students involved in any extracurricular activities); Todd v. Rush County Sch., 133 F.3d 984, 986 (7th Cir. 1998) (upholding a school district's policy of random, suspicionless drug testing--including tests for nicotine--for all students who participate in any extracurricular activity or drive a car to school); United States v. Aguilera, 287 F. Supp. 2d 1204, 1209 (E.D. Cal. 2003) (denying the motion of the defendant, a non-student, to suppress evidence taken by security officers in a pat-down search on school grounds); People v. Dilworth, 661 N.E.2d 310, 318 (Ill. 1996) (holding that searches conducted by police officers assigned to local schools are held to the less demanding standard of "reasonable suspicion," rather than the probable-cause standard generally applicable outside the school environment).
[FN19]. Camara v. Mun. Ct., 387 U.S. 523, 528 (1967). In this case, the Court held the Fourth Amendment applicable to government building inspectors. Id.
[FN20]. New Jersey v. T.L.O., 469 U.S. 325, 335 (1985). The Court reviewed Fourth Amendment jurisprudence on the meaning of "civil as well as criminal authorities" before ruling that the Fourth Amendment applies to public schoolteachers. Id. at 335-37.
[FN21]. U.S. CONST. amend. IV. Because this Note deals almost exclusively with searches under the Fourth Amendment, this Part omits background discussion of seizures.
[FN22]. See Mapp v. Ohio, 367 U.S. 643, 655 (1961) (holding that the Constitution bars all evidence obtained through unconstitutional searches and seizures from admission in state court). The Court first established the constitutional nature of the exclusionary rule in Weeks v. United States, 232 U.S. 383 (1914). The Mapp Court clarified conflicting precedent by holding that the rule applied to the states through the Fourteenth Amendment. Mapp, 367 U.S. at 655.
[FN23]. See T.L.O., 469 U.S. at 334 (holding that the Fourth Amendment applies to searches conducted by school officials). The Court examined case law to find that "[i]t is now beyond dispute that 'the Federal Constitution, by virtue of the Fourteenth Amendment, prohibits unreasonable searches and seizures by state officers."' Id. (citing Elkins v. United States, 364 U.S. 206, 213 (1960)).
[FN24]. See WEBSTER'S COLLEGIATE DICTIONARY 1053 (10th ed. 1993) (defining  "search" as "to look into or over carefully or thoroughly in an effort to find or discover something").
[FN25]. 389 U.S. 347 (1967).
[FN26]. Id. at 360-61 (Harlan, J., concurring). Harlan originally envisioned that courts would ascertain the existence of a reasonable expectation of privacy by utilizing a two-part test: first, whether the individual had a subjective expectation of privacy, and second, whether that expectation was reasonable. Id. The Supreme Court later acknowledged the problems inherent in a test that allows a constitutional right to hinge upon subjective expectations. See Hudson v. Palmer, 468 U.S. 517, 525 n.7 (1984) ("[C]onstitutional rights are generally not defined by the subjective intent of those asserting the rights."); Smith v. Maryland, 442 U.S. 735, 740-41 n.5 (1979) (outlining situations "where an individual's subjective expectations had been 'conditioned' by influences alien to well-recognized Fourth Amendment freedoms" and declaring that the test of subjective privacy "obviously could play no meaningful role").
Harlan himself appeared to have second thoughts regarding the wisdom of a subjective requirement, later writing that "[t]he analysis must, in my view, transcend the search for subjective expectations." United States v. White, 401 U.S. 745, 786 (1971) (Harlan, J., dissenting). The Supreme Court has since given the subjective expectations factor of Harlan's original test little weight, perhaps because it is so rarely at issue. See Vernonia Sch. Dist. 47J v. Acton, 515 U.S. 646, 654 (1995) (stating the requirement of "subjective expectations of privacy" without further analysis, focusing solely upon the "legitimacy" of the privacy interest); T.L.O., 469 U.S. at 337-38 (presuming, in one cursory sentence, a "violation of subjective expectations of privacy" in the search of a purse).
[FN27]. United States v. Miller, 425 U.S. 435, 442 (1976); see also  Smith, 442 U.S. at 740. The Smith majority applied the test to find that a defendant enjoyed no "legitimate expectation of privacy" in a pen register of the phone numbers he dialed, which the phone company supplied to the government upon request. Id. at 742-46.
[FN28]. See Thomas Y. Davies, Recovering the Original Fourth Amendment, 98 MICH. L. REV. 547, 577 (1999) (arguing that "the Framers believed that the orderly and formal processes associated with specific warrants ... provided the best means of preventing violations of the security of person or house"). Davies also finds that the Framers "demonstrate[d] a deep-rooted distrust and even disdain for the judgment of ordinary officers," and, thus, "it is wholly implausible that the Framers would have approved of broad use of warrantless intrusions, because such intrusions would necessarily have rested solely on the officers' own judgment." Id. at 582. Davies ultimately concludes that the modern judicial focus on the reasonableness of the search detaches the Fourth Amendment from its original meaning; courts should instead focus upon the Fourth Amendment's "right of the people to be secure in their persons, houses, papers, and effects." Id. at 750.
[FN29]. See Akhil Reed Amar, Fourth Amendment First Principles, 107 HARV. L. REV. 757, 762-79 (1994) (examining searches in the time of the Framers and casting doubt on warrant requirements, instead calling for a blanket standard of reasonableness for government searches).
[FN30]. See Vernonia, 515 U.S. at 669-74 (O'Connor, J., dissenting)  (reviewing academic literature and judicial opinions regarding the Framers' view of broad, suspicionless searches); see also U.S. CONST. amend. IV (stating that "no Warrants shall issue, but upon probable cause"); T.L.O., 469 U.S. at 335 ("It may well be true that the evil toward which the Fourth Amendment was primarily directed was ... the pre-revolutionary practice of using general warrants ....").
[FN31]. See Katz, 389 U.S. at 357 (stating that courts generally require a search warrant based on probable cause unless the search fits into one of the few judicially-created exceptions).
[FN32]. Probable cause to search exists when "the known facts and circumstances are sufficient to warrant a man of reasonable prudence in the belief that contraband or evidence of a crime will be found." Ornelas v. United States, 517 U.S. 690, 696 (1996) (citations omitted). The Supreme Court has proven reluctant to define probable cause with any greater specificity: "Articulating precisely what 'reasonable suspicion' and 'probable cause' mean is not possible. They are commonsense, nontechnical conceptions that deal with 'the factual and practical considerations of everyday life on which reasonable and prudent men, not legal technicians, act."' Id. at 695 (citations omitted).
[FN33]. Coolidge v. New Hampshire, 403 U.S. 443, 450 (1971). The intervention of a magistrate to evaluate probable cause offers greater Fourth Amendment protection, because "prosecutors and policemen simply cannot be asked to maintain the requisite neutrality with regard to their own investigations-- the 'competitive enterprise' that must rightly engage their single-minded attention." Id. (citation omitted).
[FN34]. See Davies, supra note 28, at 724-34 (tracing the history of warrant and probable-cause requirements in early Fourth Amendment jurisprudence); see also Katz, 389 U.S. at 357-58 (reviewing some of the judicially-created exceptions to the warrant requirement, such as consent, "hot pursuit," and searches incident to arrest).
[FN35]. The Fourth Amendment specifically demands probable cause for a proper warrant: "[N]o Warrants shall issue, but upon probable cause." U.S. CONST. amend. IV. When courts permit warrantless searches, they generally require the same finding of probable cause: "The threshold question in this [warrantless search] case ... is whether the officers could, on the information which impelled them to act, have procured a warrant ...." Wong Sun v. United States, 371 U.S. 471, 480 (1963).
[FN36]. This exception allows officers to search arrestees and the area within the arrestees' immediate control at the time of arrest. United States v. Robinson, 414 U.S. 218, 224 (1973).
[FN37]. This exception permits warrantless searches when "the exigencies of the situation [make] that course imperative." Warden, Md. Penitentiary v. Hayden, 387 U.S. 294, 298 (1967) (citation omitted).
[FN38]. This exception permits warrantless searches of vehicles based on probable cause. Chambers v. Maroney, 399 U.S. 42, 51-52 (1970).
[FN39]. See United States v. Place, 462 U.S. 696, 703 (1983) ("When the nature and extent of the detention are minimally intrusive of the individual's Fourth Amendment interests, the opposing law enforcement interests can support a seizure based on less than probable cause."). The same standard seems to apply to searches, as well as seizures:
We have long recognized that searches can vary in intrusiveness, and that some brief searches "may be so minimally intrusive of Fourth Amendment interests that strong countervailing governmental interests will justify a [search] based only on specific articulable facts" that the item in question is contraband or evidence of a crime. 
See Arizona v. Hicks, 480 U.S. 321, 337 (1987) (O'Connor, J., dissenting)  (citation omitted); Place, 462 U.S. at 723 (Blackmun, J., concurring) ("[A] dog sniff may be a search, but a minimally intrusive one that could be justified in this situation ... upon mere reasonable suspicion.").
[FN40]. See Terry v. Ohio, 392 U.S. 1, 23 (1968) ("We are now concerned with more than the governmental interest in investigating crime; in addition, there is the more immediate interest of the police officer [in his own personal safety].").
[FN41]. 392 U.S. 1 (1968).
[FN42]. Id. at 19.
[FN43]. The Court in Terry never used the term "reasonable suspicion," but later cases derive that standard from the Terry holding--presumably from the "justified at its inception" prong. See, e.g., Alabama v. White, 496 U.S. 325, 329 (1990) ("This is not to say that an anonymous caller could never provide the reasonable suspicion necessary for a Terry stop."); United States v. Sokolow, 490 U.S. 1, 7 (1989) ("In Terry v. Ohio, we held that the police can stop and briefly detain a person for investigative purposes if the officer has reasonable suspicion supported by articulable facts that criminal activity 'may be afoot,' even if the officer lacks probable cause.") (citation omitted); New York v. Class, 475 U.S. 106, 117 (1986) (citing Terry for the proposition that "[w]hen a search or a seizure has as its immediate object a search for a weapon ... we have struck the balance to allow the weighty interest in the safety of police officers to justify warrantless searches based only on a reasonable suspicion of criminal activity").
[FN44]. Terry, 392 U.S. at 20.
[FN45]. See United States v. Brignoni-Ponce, 422 U.S. 873, 882 (1975) (  "We are unwilling to ... dispense entirely with the requirement that officers must have reasonable suspicion to justify roving patrol stops."); Almeida-Sanchez v. United States, 413 U.S. 266, 268 (1973) (holding that random Border Patrol search of a vehicle on a California highway was unconstitutional, because "the Border Patrol had no search warrant, ... no probable cause of any kind for the stop or the subsequent search [nor] even the 'reasonable suspicion' found sufficient for a street detention and weapons search in Terry v. Ohio").
[FN46]. 387 U.S. 523 (1967).
[FN47]. Wayne R. Lafave et al., Criminal Procedure §  3.9(a) (3d ed. 2000).
[FN48]. Delaware v. Prouse, 440 U.S. 648, 654 (1979).
[FN49]. Camara, 387 U.S. at 538. Although the Camara Court purported to require probable cause for the search, it described probable cause as part of a sliding-scale based on the "nature of the search" rather than as a consistent standard. Id. Subsequent opinions discarded Camara's shifting definition of probable cause, instead arguing that the case described an exception to the normal probable-cause requirement. See New Jersey v. T.L.O., 469 U.S. 325, 352 (1985) (Blackmun, J., concurring).
[FN50]. 469 U.S. at 351 (Blackmun, J., concurring).
[FN51]. Blackmun listed other decisions in which the court carved exceptions to the probable-cause requirement: Michigan v. Long, 463 U.S. 1032, 1049 (1983); United States v. Martinez-Fuerte, 428 U.S. 543, 557 (1976); United States v. Brignoni-Ponce, 422 U.S. 873, 881 (1975); and Camara, 387 U.S. at 537. T.L.O., 469 U.S. at 352.
[FN52]. Blackmun first suggested an exception to the usual probable-cause requirement in circumstances where there is a "special law enforcement need for greater flexibility" in his dissent to Florida v. Royer, 460 U.S. 491, 514 (1983).
[FN53]. T.L.O., 469 U.S. at 351 (Blackmun, J., concurring).
[FN54]. The Supreme Court has adopted Blackmun's "special needs" analysis in numerous Fourth Amendment cases, including one case decided just two years after T.L.O. See, e.g., Ferguson v. City of Charleston, 532 U.S. 67, 75-76 (2001) (evaluating the government's "special needs" in drug testing new mothers to deter drug use during pregnancy); Skinner v. Ry. Labor Executives' Ass'n, 489 U.S. 602, 619 (1989) (evaluating the government's "special needs" in deterring drug and alcohol abuse among railroad workers); Griffin v. Wisconsin, 483 U.S. 868, 873 (1987) (evaluating the government's "special needs" in a lower Fourth Amendment standard for searching the residences of criminals on probation).
[FN55]. See Skinner, 489 U.S. at 620, 633 (upholding a drug-testing program unsupported by warrants, probable cause, or reasonable suspicion because the Court found "special needs" and because "the Government's compelling interests outweigh[ed] privacy concerns"). Drug and alcohol tests are "searches" under the Fourth Amendment, and they normally require a showing of probable cause. See Schmerber v. California, 384 U.S. 757, 768 (1966) (upholding a blood-alcohol test of the defendant only after finding that there was "plainly probable cause" to arrest him for drunk driving).
[FN56]. Chandler v. Miller, 520 U.S. 305, 314 (1997).
[FN57]. Ferguson, 532 U.S. at 81 (citation omitted). The Court stated that it "consider[s] all the available evidence in order to determine the relevant primary purpose." Id. The Court further distinguished between the ultimate goal of the law--in this case, keeping pregnant women off drugs--and the "immediate objective of the searches." Id. at 82-83. If either includes "the threat of arrest and prosecution," the search "does not fit within the closely guarded category of 'special needs."' Id. at 83.
[FN58]. Kenneth Nuger, The Special Needs Rationale: Creating a Chasm in Fourth Amendment Analysis, 32 SANTA CLARA L. REV. 89, 100 (1992).
[FN59]. Compare City of Indianapolis v. Edmond, 531 U.S. 32, 37  (2000) (finding no "special needs" and observing that "[a] search or seizure is ordinarily unreasonable in the absence of individualized suspicion of wrongdoing"), with Bd. of Educ. of Indep. Sch. Dist. No. 92 of Pottawatomie County v. Earls, 536 U.S. 822, 838 (2002) (finding "special needs" and upholding a school district program of random drug testing for students involved in extracurricular activities), Vernonia Sch. Dist. 47J v. Acton, 515 U.S. 646, 653, 665 (1995) (finding "special needs" and upholding a school district program of random drug testing for student athletes), Nat'l Treasury Employees Union v. Von Raab, 489 U.S. 656, 666, 679 (1989) (finding "special needs" and upholding a federal program of random drug testing for U.S. Customs Service employees), and Skinner, 489 U.S. at 620-21, 634 (finding "special needs" and upholding a federal program of mandatory drug and alcohol testing for railroad employees after accidents).
[FN60]. See Skinner, 489 U.S. at 606-07 (recounting the long history of on-the-job alcohol abuse among railroad workers).
[FN61]. See Earls, 536 U.S. at 836 (noting that a school district need not "wait for a substantial portion of its students to begin using drugs before it [is] allowed to institute a drug testing program designed to deter drug use").
[FN62]. See Terry v. Ohio, 392 U.S. 1, 20 (1968) (holding that "stop-and-frisk" searches for purposes of officer safety are governed by reasonableness rather than probable cause).
[FN63]. See New Jersey v. T.L.O., 469 U.S. 325, 343 (1985) (justifying the adoption of a "special needs" standard for school searches, because it "will spare teachers and school administrators the necessity of schooling themselves in the niceties of probable cause").
[FN64]. Skinner, 489 U.S. at 623 (citing Camara v. Mun. Ct., 387 U.S. 523, 533 (1967)).
[FN65]. See supra note 57 and accompanying text (examining the Court's refusal to find "special needs" when law enforcement is the primary purpose of the search).
[FN66]. See Nuger, supra note 58, at 135 (asserting that, when a court adopts the "special needs rationale," it concedes "that the only defense of a governmental program is based on the justification that when a problem is so bad, government can adopt means that would normally be ruled unconstitutional").
[FN67]. 469 U.S. at 333. The perception of crisis fueled the T.L.O. Court's analysis of the government interest in that case: "[I]n recent years ... drug use and violent crime in schools have become major social problems." Id. at 339.
[FN68]. See generally Robert D. Richards & Clay Calvert, Columbine Fallout: The Long-Term Effects on Free Expression Take Hold in Public Schools, 83 B.U. L. REV. 1089 (2003) (outlining the serious impact of recent, highly-publicized school violence upon students' rights); Margaret Graham Tebo, Zero Tolerance, Zero Sense, 86 A.B.A. J. 40, 40-46 (2000) (describing the flawed overreactions of many school districts in the wake of the school shootings).
[FN69]. See Yamaguchi et al., supra note 4, at 160 tbl.1 (finding that the percentage of school districts employing drug testing for athletes increased from 2.9% in 1999 to 5% in 2001).
[FN70]. See id. (finding that the percentage of school districts employing drug testing for students in extracurricular activities jumped from . 6% in 1999 to 3.3% in 2001).
[FN71]. NAT'L CTR. FOR EDUC. STATISTICS, supra note 5, at app. A tbl.A3. Given the time necessary to implement and fund new measures, as well as the relatively short amount of time between the April 1999 Columbine shootings and the start of the 1999-2000 school year, one would expect that these numbers understate the prevalence of such measures today. Unfortunately, the 1999-2000 survey is the most recent data on school security measures available from the NCES at this time.
[FN72]. NAT'L CTR. FOR EDUC. STATISTICS, INDICATORS OF SCHOOL CRIME AND SAFETY 1999, at 143 app. A tbl.A4 (1999), available at http:// www.nces.ed.gov/pubs99/1999057.pdf.
[FN73]. Vernonia Sch. Dist. 47J v. Acton, 515 U.S. 646, 656 (1995).
[FN74]. New Jersey v. T.L.O., 469 U.S. 325, 353 (1985) (Blackmun, J., concurring).
[FN75]. See, e.g., Bd. of Educ. of Indep. Sch. Dist. No. 92 of Pottawatomie County v. Earls, 536 U.S. 822, 834 (2002) ("[T]he nationwide drug epidemic makes the war against drugs a pressing concern in every school."); Vernonia, 515 U.S. at 663 (labeling school drug use "an immediate crisis"); T.L.O., 469 U.S. at 339 ("[I]n recent years ... drug use and violent crime in schools have become major social problems.").
[FN76]. Galford v. Mark Anthony B., 433 S.E.2d 41, 49 (W. Va. 1993)  (Neely, J., dissenting).
[FN77]. See T.L.O., 469 U.S. at 339 (noting that "[m]aintaining order in the classroom has never been easy, but in recent years, school disorder has often taken particularly ugly forms; drug use and violent crime in the schools have become major social problems").
[FN78]. See Earls, 536 U.S. at 834 (noting that "the nationwide drug epidemic makes the war against drugs a pressing concern in every school" when upholding mandatory drug testing for all students involved in extracurricular activities, even though the district produced almost no evidence of an "epidemic" within its own school); In re D.E.M., 727 A.2d 570, 576 (Pa. Super. Ct. 1999) (citing a twenty-one-year-old study of student crime and drug use, which appeared in the T.L.O. decision, as justification for upholding a tip-based weapons search).
[FN79]. See U.S. OFFICE OF NAT'L DRUG CONTROL POLICY, DRUG USE TRENDS 2 fig.1 (2002) (finding that drug use among high school seniors was far more prevalent in the 1970s and early 1980s than today), available at http:// www.whitehousedrugpolicy.gov/publications/factsht/druguse/drugusetrends.pdf; see also Tebo, supra note 68, at 40-41 (citing studies showing that, despite a rash of school shootings, crime in schools actually fell 30% throughout the 1990s).
[FN80]. See, e.g., Vernonia, 515 U.S. at 660 (refusing to "assume the worst" with regard to the confidentiality of students' medical information, which students must disclose for drug-testing purposes); T.L.O., 469 U.S. at 339-40 ("[W]e have recognized that maintaining security and order in the schools requires a certain degree of flexibility in school disciplinary procedures, and we have respected the value of preserving the informality of the student-teacher relationship."); Schaill by Kross v. Tippecanoe County Sch. Corp., 864 F.2d 1309, 1324 (7th Cir. 1988) (upholding a drug-testing program because, "[i]f the schools are to survive and prosper, school administrators must have reasonable means at their disposal to deter conduct which substantially disrupts the school environment").
[FN81]. Cornfield by Lewis v. Consol. High Sch. Dist. No. 230, 991 F.2d 1316, 1319 (7th Cir. 1993). Apparently, the "unusual bulge" had natural origins; after a strip search, school officials found that Cornfield was not "crotching" drugs, as they suspected. Id.
[FN82]. See DesRoches v. Caprio, 156 F.3d 571, 577-78 (4th Cir. 1998)  (holding that one student's refusal to consent to a classroom-wide search of student backpacks, initiated after one girl reported a missing shoe, gave rise to reasonable suspicion that he had stolen the shoe).
[FN83]. Cornfield, 991 F.2d at 1319.
[FN84]. Vernonia, 515 U.S. at 650.
[FN85]. It has not, however, gone unquestioned by scholars. As early as 1974--eleven years prior to the Court's decision in T.L.O., but after several lower courts had upheld searches by school officials using lenient standards--at least one commentator noted the irrationality of this approach in instances where school rules and the criminal law overlap:
In this situation, the evidence prompting the search will simultaneously tend to prove both a school violation and a criminal law violation. Plainly, if the suspected evidence is found, the student would be placed in immediate jeopardy of both disciplinary sanctions and criminal prosecution. Without the limitations that a warrant might impose, the invasion of his privacy resulting from the search would likely be as relentless in every respect as if he were merely a suspected criminal whose house or room or locker was being searched by the police. In many instances, the educator will be conscious of the fact that the school or college regulation has been premised on the criminal law. In such a case an administrative search is likely to be conducted without any clearly articulated distinction between its criminal and disciplinary purposes. If anything, an educational administrator might tend to be even more intent than a police officer on discovering evidence of a crime, to preserve the integrity of his institution. 
William G. Buss, The Fourth Amendment and Searches of Students in Public Schools, 59 IOWA L. REV. 739, 755-56 (1974). Buss further argued that "any increase in the law enforcement character of the jobs of school ... administrators is likely to have a damaging effect on their relationships with students," in part because "[s]chools can become a dragnet for crime detection." Id. at 760.
[FN86]. See People v. Dilworth, 661 N.E.2d 310, 318 (Ill. 1996) (holding that searches of students conducted by school-stationed police officers on their own initiative are held to the less demanding standard of "reasonable suspicion," rather than the probable-cause standard prevalent outside the school environment); In re S.F., 607 A.2d 793, 795-96 (Pa. Super. Ct. 1992) (same); State v. Angelia D.B., 564 N.W.2d 682, 690 (Wis. 1997) (same, so long as police officers "act[] in conjunction with school officials on school grounds"); see also In re Josue T., 989 P.2d 431, 437 (N.M. Ct. App. 1999) (holding that a search by a police officer does not require probable cause if a school official asks him to conduct the search). For a harsh critique of the growing trend toward police-school cooperation and the dubious Fourth Amendment distinctions it requires, see generally Kagan, supra note 9.
[FN87]. See In re D.E.M., 727 A.2d 570, 574 (Pa. Super. Ct. 1999) (ruling that a search conducted by school officials based on a tip from a local police officer was not subject to probable-cause requirements, because the police did not "coerce, dominate or direct the actions of school officials").
[FN88]. See Commonwealth v. Cass, 709 A.2d 350, 358 (Pa. 1998) (upholding the conviction of a high school student for a drug violation after the school conducted an unannounced sweep of the school, including all two thousand lockers, to detect illicit drugs).
[FN89]. Many schools require students and their parents to review and sign a school handbook detailing school rules and regulations, including the right to conduct general searches. See id. at 353 (noting that the school required its students and their parents to sign a copy of its school code, which included a provision authorizing the school to "search a student's locker and seize any illegal materials").
[FN90]. See In re F.B., 726 A.2d 361, 368 (Pa. 1999) (upholding the constitutionality of a blanket search of all students upon entry into school).
[FN91]. See Cass, 709 A.2d at 358 (upholding the constitutionality of an unannounced lockdown and sweep of the school by drug-sniffing dogs, with police searches of lockers, persons, and possessions that alert the dogs).
[FN92]. See supra notes 81-82 and accompanying text (giving examples of cases where school officials conducted searches with minimal suspicion, yet courts upheld them as constitutional).
[FN93]. See supra notes 86-88 and accompanying text (discussing the criminal consequences of school searches).
[FN94]. See Vernonia Sch. Dist. 47J v. Acton, 515 U.S. 646, 650, 658  (1995) (describing the drug-testing procedure at issue, which the Court ultimately upheld).
[FN95]. Id. at 656.
[FN96]. Id. at 653 ("We have found such 'special needs' to exist in the public school context.").
[FN97]. Id. at 654.
[FN98]. Id. at 655. In loco parentis (literally, "in the place of a parent") refers to one "acting as a temporary guardian or caretaker of a child." BLACK'S LAW DICTIONARY 803 (8th ed. 2004). The Court has held that school authorities act in loco parentis in certain circumstances. See Bethel Sch. Dist. No. 403 v. Fraser, 478 U.S. 675, 684 (1986) (examining in loco parentis protections for minors from certain speech). Those circumstances do not include "conducting searches of their students." New Jersey v. T.L.O., 469 U.S. 325, 336 (1985). Nevertheless, Scalia uses the fact that school officials act in loco parentis in some circumstances as a rationale for lesser privacy interests under the "special needs" balancing test: "the 'reasonableness' inquiry cannot disregard the schools' custodial and tutelary responsibility for children." Vernonia, 515 U.S. at 656.
[FN99]. Vernonia, 515 U.S. at 655.
[FN100]. Id. at 658.
[FN101]. Id.
[FN102]. Id.
[FN103]. Id. at 660.
[FN104]. Vernonia, 515 U.S. at 661.
[FN105]. Id. at 662.
[FN106]. Id.
[FN107]. Id. at 665.
[FN108]. See, e.g., Bd. of Educ. of Indep. Sch. Dist. No. 92 of Pottawatomie County v. Earls, 536 U.S. 822, 830 (2002) (citing Vernonia, 515 U.S. at 654) (noting that "the context of the public school environment serves as the backdrop for the analysis of the privacy interest at stake and the reasonableness of the drug testing policy in general"); Todd v. Rush County Sch., 133 F.3d 984, 986 (7th Cir. 1998) (calling the school's role in protecting student health the "linchpin" of a constitutional drug-testing program); People v. Dilworth, 661 N.E.2d 310, 318 (Ill. 1996) (asserting that "[t]here is no doubt that the State has a compelling interest in providing a proper educational environment for [its] students").
[FN109]. See, e.g., Earls, 536 U.S. at 829-30 (citing Vernonia for the proposition that "Fourth Amendment rights ... are different in public schools than elsewhere"); Todd, 133 F.3d at 986 (same); Dilworth, 661 N.E.2d at 318 (same).
[FN110]. See supra text accompanying notes 77-88 (describing the lesser version of the "special needs" test applicable in schools).
[FN111]. See supra notes 50-53 and accompanying text (discussing Justice Blackmun's formulation of a "special needs" exception in his concurrence to T.L.O.).
[FN112]. See United States v. Martinez-Fuerte, 428 U.S. 543, 561-64  (1976) (finding that the government's interests in protecting the nation's borders, the minimal intrusiveness of the stops, and the impracticability of the warrant requirement under such circumstances justified brief, suspicionless searches of motorists under the Fourth Amendment).
[FN113]. See Terry v. Ohio, 392 U.S. 1, 23 (1968) (upholding "stop and frisk" searches when reasonable in inception and scope, because the primary purpose was officer safety rather than "the governmental interest in investigating crime").
[FN114]. See Michigan v. Long, 463 U.S. 1032, 1049 (1983) (holding that  "the search of the passenger compartment of an automobile, limited to those areas in which a weapon may be placed or hidden, is permissible if the police officer possesses a reasonable belief ... that the suspect is dangerous and the suspect may gain immediate control of weapons").
[FN115]. Camara v. Mun. Ct., 387 U.S. 523, 536-37 (1967) (holding that a city's building inspection program need not adhere to normal probable-cause requirements, because the nature of the search was "neither personal ... nor aimed at the discovery of evidence of [a] crime" and the "'maintenance of community health ... would be greatly hobbled by the blanket requirement of the safeguards necessary for a search of evidence of criminal acts"') (quoting Frank v. State of Maryland, 359 U.S. 360, 372 (1959)).
[FN116]. See Griffin v. Wisconsin, 483 U.S. 868, 879-80 (1987) (upholding searches of probationers' homes under a "special needs" analysis).
[FN117]. See Skinner v. Ry. Labor Executives' Ass'n, 489 U.S. 602, 633  (1989) (upholding suspicionless drug tests of railroad employees under a "special needs" analysis).
[FN118]. See Nat'l Treasury Employees Union v. Von Raab, 489 U.S. 656, 677 (1989) (upholding suspicionless drug tests of customs officials under a "special needs" analysis).
[FN119]. See United States v. Wright, 86 F.3d 64, 65 (5th Cir. 1996)  (noting that "[p]ersons on supervision do not enjoy absolute liberty but only conditional liberty dependent upon observance of special conditions" in upholding a drug-testing regime for probationers).
[FN120]. The Supreme Court has not yet addressed the issue of mandatory DNA testing of probationers, but many lower courts have upheld such programs under a "special needs" analysis. See, e.g., United States v. Kimler, 335 F.3d 1132, 1146 (10th Cir. 2003) (upholding the federal DNA Backlog Elimination Act of 2000 under a "special needs" analysis); United States v. Sczubelek, 255 F. Supp. 2d 315, 322-23 (D. Del. 2003) (same); United States v. Reynard, 220 F. Supp. 2d 1142, 1169 (S.D. Cal. 2002) (same).
[FN121]. See O'Connor v. Ortega, 480 U.S. 709, 725-26 (1987) (holding that the "special need" of the government to ensure that employees use their computers for work-related purposes reduce[s] the search standard to one of "reasonableness under all the circumstances").
[FN122]. See United States v. Lifshitz, 369 F.3d 173, 175, 193 (2d Cir. 2004) (finding that "the 'special needs' of the probation system are sufficient to justify conditioning Lifshitz's probation upon his agreement to submit to computer monitoring").
[FN123]. See Mich. Dep't of State Police v. Sitz, 496 U.S. 444, 455  (1990) (upholding a state program of sobriety checkpoints to prevent drunk driving). Although the Court purportedly declined to engage in a "special needs" analysis, deciding the case under precedent that existed before T.L.O., its analysis was indiscernible from the usual "special needs" analysis. See id. at 451 ("No one can seriously dispute the magnitude of the drunken driving problem or the States' interest in eradicating it."); id. at 455 (summarizing "the balance of the State's interest in preventing drunken driving, the extent to which this system can reasonably be said to advance that interest, and the degree of intrusion upon individual motorists who are briefly stopped").
[FN124]. See Illinois v. Lidster, 540 U.S. 419, 427 (2004) (ruling that a roadblock to stop and question motorists following a fatal hit-and-run accident was constitutional under a "special needs" analysis).
[FN125]. See In re Sealed Case, 310 F.3d 717, 746 (FISA Ct. Rev. 2002)  (holding that searches authorized by the Patriot Act were constitutional under a "special needs" analysis).
[FN126]. See Ferguson v. City of Charleston, 532 U.S. 67, 84  (2001) (holding that a program requiring new mothers to submit to drug tests "does not fit within the closely guarded category of 'special needs"'); City of Indianapolis v. Edmond, 531 U.S. 32, 40-41 (2000) (finding no "special needs" in a police checkpoint to search cars for narcotics); Chandler v. Miller, 520 U.S. 305, 323 (1997) (holding that "special needs" did not apply to a state law requiring political candidates to submit to drug tests, because "public safety is not genuinely in jeopardy").
[FN127]. See Kathryn R. Urbonya, Rhetorically Reasonable Police Practices: Viewing the Supreme Court's Multiple Discourse Paths, 40 AM. CRIM. L. REV. 1387, 1442 (2003) (examining several recent Fourth Amendment cases and concluding that "[t]he presence of multiple rhetorical tools provides the Court with the power to select, in any given case, the particular path leading to its desired result").
[FN128]. Id.
[FN129]. United States v. Crawford, 372 F.3d 1048, 1074 (9th Cir. 2004).
[FN130]. See supra Part III.A (examining the growth of "special needs" cases following the T.L.O. and Vernonia cases).
[FN131]. Vernonia Sch. Dist. 47J v. Acton, 515 U.S. 646, 665 (1995).
[FN132]. See New Jersey v. T.L.O., 469 U.S. 325, 351-52 (1985) (Blackmun, J., concurring) (examining prior Fourth Amendment cases to reach the conclusion that the "warrant and probable-cause requirement" applies unless "special needs, beyond the normal need for law enforcement" apply).
[FN133]. See Vernonia, 515 U.S. at 664-65 (noting that the "factors" in the case--"the decreased expectation of privacy, the relative unobtrusiveness of the search, and the severity of the need met by the search"--determined the constitutionality of the policy).
[FN134]. T.L.O., 469 U.S. at 341.
[FN135]. The Vernonia drug-testing policy was completely random; to uphold it, the Court noted that "the Fourth Amendment imposes no irreducible requirement of [individualized] suspicion." Vernonia, 515 U.S. at 653 (citation omitted).
[FN136]. See id. (first noting that "special needs" eliminate the need to comply with the warrant requirement, then noting that "'special needs' ... exist in the public school context").
[FN137]. 526 U.S. 295 (1999).
[FN138]. Id. at 297-98.
[FN139]. Id. at 300-02.
[FN140]. See supra text accompanying notes 34-38 (describing the class of warrantless searches that demands probable cause).
[FN141]. Houghton, 526 U.S. at 303.
[FN142]. See supra text accompanying notes 39-45 (describing the class of warrantless searches that demands only reasonable suspicion).
[FN143]. It is possible that the officer had reasonable suspicion that the passenger was carrying drugs in her purse, and that Scalia's failure to mention this standard resulted from a belief that reasonable suspicion was obvious in this case. Nevertheless, the failure opens the door for future courts faced with analogous searches to drop reasonable suspicion from their analyses.
[FN144]. Houghton, 526 U.S. at 311 n.3 (Stevens, J., dissenting) ("To my knowledge, we have never restricted ourselves to a two-step Fourth Amendment approach ....").
[FN145]. Id. at 299-300.
[FN146]. Id. at 300.
[FN147]. See supra notes 31-34 and accompanying text (discussing the traditional warrant and probable-cause requirements).
[FN148]. See supra notes 39-45 and accompanying text (describing cases that do not demand probable cause, but do require a showing of reasonable suspicion).
[FN149]. See supra notes 58-65 and accompanying text (describing the  "special needs" test and its role as a last resort for searches that would be unconstitutional under the usual Fourth Amendment analysis).
[FN150]. 480 U.S. 709 (1987).
[FN151]. 483 U.S. 868 (1987).
[FN152]. This law gives individuals the right to sue the government for violations of their constitutional rights in certain circumstances. 42 U.S.C. §  1983 (2000).
[FN153]. See O'Connor, 480 U.S. at 724 ("In our view, therefore, a probable cause requirement for searches of the type at issue here would impose intolerable burdens on public employers.").
[FN154]. Id. at 720.
[FN155]. T.L.O. did in fact dispense with the warrant requirement in schools, and the incompatibility of school discipline and the warrant requirement was a primary factor in that determination. New Jersey v. T.L.O., 469 U.S. 325, 340 (1985). This incompatibility only arises, however, because "order in the schools requires a certain degree of flexibility in school disciplinary procedures, and [the Court has] respected the value of preserving the informality of the student-teacher relationship." Id. The O'Connor majority did not cite this portion of the T.L.O. opinion, nor did it compare the student-teacher relationship to the employee-employer relationship.
[FN156]. O'Connor, 480 U.S. at 722 ("[R]equiring an employer to obtain a warrant ... would seriously disrupt the routine conduct of business and would be unduly burdensome.").
[FN157]. Id. at 725 (stating that Justice Blackmun's T.L.O. observation that teachers cannot be expected to understand probable-cause requirements "is an equally apt description of the public employer and supervisors at the Hospital").
[FN158]. Id. at 729.
[FN159]. Griffin v. Wisconsin, 483 U.S. 868, 880 (1987).
[FN160]. Id. at 873-74.
[FN161]. Id. at 879.
[FN162]. Id. at 881 (Blackmun, J., dissenting) ("The Court, however, fails to recognize that [the T.L.O. evaluation of "special needs"] is a threshold determination of special law enforcement needs. The warrant and probable-cause requirements provide the normal standard for 'reasonable' searches."); id. at 885 (Blackmun, J., dissenting) ("The privacy interests of probationers should be protected by [the standard of T.L.O.], and invaded no more than is necessary to satisfy probation's dual goals of protecting the public safety and encouraging the rehabilitation of the probationer.").
[FN163]. Id. at 881 (Blackmun, J., dissenting) ("The presence of special law enforcement needs justifies resort to the balancing test, but it does not preordain the necessity of recognizing exceptions to the warrant and probable-cause requirements.").
[FN164]. Indeed, today's courts find the "special needs" exception so useful because it does not demand an inquiry into probable cause. Generally, courts only find the need to resort to "special needs" analysis when faced with suspicionless search programs. See supra notes 117-24 (offering examples of suspicionless search programs upheld under a "special needs" analysis).
[FN165]. See United States v. Kincade, 379 F.3d 813, 830-32 (9th Cir. 2004) (reviewing the rulings of other courts on the issue of DNA testing and noting that some courts "have upheld DNA collection statutes under a special needs analysis," while others have "approved compulsory DNA profiling under a traditional assessment of reasonableness gauged by the totality of the circumstances"). The court noted the inconsistency in utilizing a "special needs" approach in such cases, observing that "[a]lmost as soon as the 'special needs' rationale was articulated, however, the [Supreme] Court applied special needs analysis in what seemed--at least on the surface--to be a clear law enforcement context." Id. at 824.
[FN166]. 536 U.S. 822 (2002).
[FN167]. Vernonia held that a school district could implement a policy of suspicionless drug testing for all students wishing to compete in school-sponsored athletic programs. Vernonia Sch. Dist. 47J v. Acton, 515 U.S. 646, 664-65 (1995). Earls expanded the range of permissible programs to include random drug testing for all students wishing to participate in any school-sponsored extracurricular activities. Earls, 536 U.S. at 837-38.
[FN168]. 255 F. Supp. 2d 315 (D. Del. 2003).
[FN169]. See supra note 13 (discussing the use of the phrase "constitutional by analogy" in this Note).
[FN170]. Sczubelek, 255 F. Supp. 2d at 323.
[FN171]. Id. at 322.
[FN172]. Earls, 536 U.S. at 832 (citing Skinner v. Ry. Labor Executives' Ass'n, 489 U.S. 602, 626 (1989)).
[FN173]. Sczubelek, 255 F. Supp. 2d at 323.
[FN174]. 520 U.S. 305 (1997).
[FN175]. Id. at 322.
[FN176]. Id.
[FN177]. Earls, 536 U.S. at 849-50 (Ginsburg, J., dissenting) (noting that the school district admitted that "drugs ... have not identified themselves as major problems at this time"). The majority cited anecdotal evidence of minor incidents of drug use in the school district; teachers testified that they heard students talk about drugs, saw "students who appeared to be under the influence," "[a] drug dog found marijuana cigarettes near the school parking lot," and "[p]olice officers once found drugs ... in a car driven by a Future Farmers of America member." Id. at 834-35 (both emphases added).
[FN178]. Id. at 836.
[FN179]. Int'l Union v. Winters, 385 F.3d 1003, 1006-07, 1013 (6th Cir. 2004). In this case, the state required random drug tests for two types of employees: those having contact with prisoners, and those giving health care and services to the mentally ill, developmentally disabled, or veterans. Id. at 1013.
[FN180]. Id. at 1012.
[FN181]. Id.; see also Gonzalez v. Metro. Transp. Auth., 73 F. App'x 986, 990 (9th Cir. 2003) (upholding drug testing for transit employees and noting that "[t]he Supreme Court, however, 'has not required a particularized or pervasive drug problem before allowing the government to conduct suspicionless drug testing"') (citation omitted).
[FN182]. Winters, 385 F.3d at 1012.
[FN183]. See supra notes 103-09 and accompanying text (discussing the heightened government interest in cases involving schools and schoolchildren).
[FN184]. Chandler v. Miller, 520 U.S. 305, 323-28 (1997) (Rehnquist, J., dissenting).
[FN185]. Id. at 326 (Rehnquist, J., dissenting).
[FN186]. Although the Vernonia Court stated that the privacy interests in the manner of urine collection were "negligible" given that the "conditions are nearly identical to those typically encountered in public restrooms," the Court's analysis of the privacy interests at stake did not end there. See Vernonia Sch. Dist. 47J v. Acton, 515 U.S. 646, 658-60 (1995) (discussing concerns over confidentiality of medical information under the "character of the intrusion" prong). In addition, the Vernonia Court later admitted that the nature of the school context colored its analysis. See id. at 665 (stating that "[t]he most significant element in this case" was that the drug-testing policy "was undertaken in furtherance of the government's responsibilities, under a public school system, as guardian and tutor of children entrusted to its care").
[FN187]. 743 N.E.2d 331 (Ind. Ct. App. 2001).
[FN188]. Id. at 336.
[FN189]. State v. Eppinette, 838 So. 2d 189, 191 (La. Ct. App. 2003).
[FN190]. Bd. of Educ. of Indep. Sch. Dist. No. 92 of Pottawatomie County v. Earls, 536 U.S. 822, 837 (2002).
[FN191]. See id. (citing Skinner v. Railway Labor Executives' Ass'n, 489 U.S. 602, 624 (1989), and United States v. Martinez-Fuerte, 428 U.S. 543, 556-57 n.12 (1976), both cases that reduced the need for probable cause based on "special needs"). The Earls Court may have overstated its case. See Nat'l Treasury Employees Union v. Von Raab, 489 U.S. 656, 676 (1989) (holding that, even when there are "special needs," the Fourth Amendment requires that the means of a search bear a "close and substantial relation" to the government interest in conducting the search).
[FN192]. Edens v. Kennedy, No. 03-2108, 2004 WL 1737880, at *3 (4th Cir. Aug. 4, 2004).
[FN193]. See id. (engaging in a general analysis of reasonableness without implicating "special needs").
[FN194]. See supra notes 107-09 and accompanying text (giving examples of judicial opinions stating that Fourth Amendment rights in schools are different than Fourth Amendment rights elsewhere).
[FN195]. See Griffin v. Wisconsin, 483 U.S. 868, 881 (1987) (Blackmun, J., dissenting) ("The Court, however, fails to recognize that [the T.L.O. evaluation of "special needs"] is a threshold determination of special law enforcement needs. The warrant and probable-cause requirements provide the normal standard for 'reasonable' searches.").
[FN196]. See supra Part III.C (examining instances where courts borrow facts and rationales from school-search cases to uphold other "special needs" programs).
[FN197]. See Vernonia Sch. Dist. 47J v. Acton, 515 U.S. 646, 665  (1995) (noting that "when the government acts as guardian and tutor the relevant question is whether the search is one that a reasonable guardian and tutor might undertake"); New Jersey v. T.L.O., 469 U.S. 325, 352-53 (1985) (Blackmun, J., concurring) (discussing the unique needs of the educational environment).
[FN198]. See Bd. of Educ. of Indep. Sch. Dist. No. 92 of Pottawatomie County v. Earls, 536 U.S. 822, 831 (2002) ("Securing order in the school environment sometimes requires that students be subjected to greater controls than those appropriate for adults."); Vernonia, 515 U.S. at 665 ("[W]hen the government acts as guardian and tutor the relevant question is whether the search is one that a reasonable guardian and tutor might undertake.").
[FN199]. See supra Part III.C (examining instances where courts borrow facts and rationales from school-search cases to uphold other "special needs" programs).
[FN200]. Earls, 536 U.S. at 836.
[FN201]. See Brian Kim, Marijuana or Football (or the Future Farmers of America): Board of Education v. Earls, 122 S.Ct. 2559 (2002), 26 HARV. J.L. & PUB. POL'Y 973, 979-80 (2003) (arguing that providing a "safe and healthy educational environment" is the primary responsibility of schools). See generally Todd A. DeMitchell & Casey D. Cobb, Policy Responses to Violence in Our Schools: An Exploration of Security as a Fundamental Value, 2003 BYU EDUC. & L.J. 459 (examining policy discussions regarding security in schools from multiple perspectives, including many strong proponents). These arguments do not, of course, answer the question of whether drug testing is a successful means of deterring use among students. Some studies indicate that it is not. See Robert Taylor, Compensating Behavior and the Drug Testing of High School Athletes, 16 CATO J. 351, 362 (1997) (applying a "compensating behavior" model to find that drug-testing policies for athletes in high schools "discourage [] athletic participation and may actually lead to an increase in overall drug use"); Yamaguchi et al., supra note 4, at 164 (examining data to find that drug testing has no statistical impact on student drug use).
[FN202]. One commentator envisioned just such a policy, under which the government would use an automated program that constantly searches citizens' computer hard drives for evidence of illegal Internet activity. Michael Adler, Cyberspace, General Searches, and Digital Contraband: The Fourth Amendment and the Net-Wide Search, 105 YALE L.J. 1093, 1098 (1996). Adler warns that "as technology makes possible more economical and more targeted searches, the Court will need to expand its current test if the balancing approach is to continue to serve the fundamental purposes of the Fourth Amendment." Id. at 1120.
[FN203]. The federal government and several states already require DNA samples from convicted criminals, and they share this data through the Combined DNA Index System (CODIS). Eric Slater, State Lends a Strong Hand to Crime-Fighting with DNA, L.A. TIMES, Nov. 9, 2004, at A1. Pressure for national identification cards grew significantly in the wake of the terrorist attacks of September 11, 2001. See Editorial, A National ID, N.Y. TIMES, May 31, 2004, at A16 (observing that "pressure is mounting in America for some kind of security card").
[FN204]. Face-recognition technology operates by comparing the facial features of people captured by the camera against a database of known criminals. Jeffrey Rosen, A Watchful State, N.Y. TIMES, Oct. 7, 2001, §  6 (Magazine), at 38. Visionics, the leader in face-recognition cameras in the United States, saw its stock price triple within a month of the terrorist attacks of September 11, 2001. Id. Visionics CEO Joseph Atick said he did not foresee a national database, which would effectively enable the government to keep a record of where every citizen has been throughout the course of each day, but he did not rule out such a possibility. Id. In addition, private firms already market security systems utilizing eye scans and fingerprints. Editorial, supra note 203, at A16.
[FN205]. See supra text accompanying notes 133-35 (describing elements of the "special needs" balancing test).
[FN206]. See supra Part III.D (showing instances where courts borrow the legal conclusions of school-search cases in other contexts).
[FN207]. Vernonia Sch. Dist. 47J v. Acton, 515 U.S. 646, 658 (1995).
[FN208]. See Bd. of Educ. of Indep. Sch. Dist. No. 92 of Pottawatomie County v. Earls, 536 U.S. 822, 833 (2002) (upholding drug testing for all students in extracurricular activities and holding that, "[g]iven that we considered the method of collection in Vernonia a 'negligible' intrusion, the method here is even less problematic") (citation omitted).
[FN209]. See supra Part III.D (showing instances where courts borrow the legal conclusions of school-search cases in other contexts).
[FN210]. See supra text accompanying notes 166-73 (discussing courts' tendency to hold mandatory DNA sampling statutes constitutional by analogy to school drug-testing cases).
[FN211]. New Jersey v. T.L.O., 469 U.S. 325, 340 (1985).
[FN212]. See supra note 26 and accompanying text (discussing the Katz requirement of a subjective expectation of privacy).
[FN213]. Privacy advocate Jeffrey Rosen noted the paradox that Fourth Amendment protections depend upon subjective expectations of privacy:
People's subjective expectations of privacy tend to reflect the amount of privacy they subjectively experience; and as advances in the technology of monitoring and searching have made ever more intrusive surveillance possible, expectations of privacy have naturally diminished, with a corresponding reduction in constitutional protections. 
JEFFREY ROSEN, THE UNWANTED GAZE: THE DESTRUCTION OF PRIVACY IN AMERICA 60-61  (2000).
[FN214]. JEREMY BENTHAM, Panopticon or the Inspection-House, & Co., in THE PANOPTICON WRITINGS 29-95 (Miran Bozovic ed., 1995).
[FN215]. See MICHEL FOUCAULT, DISCIPLINE AND PUNISH: THE BIRTH OF THE PRISON 200 (Alan Sheridan trans., Vintage Books 2d ed. 1995) (1975) (describing Bentham's proposal).
[FN216]. Id.
[FN217]. Id. at 200-01.
[FN218]. Id. at 201.
[FN219]. Id. at 202-03.
[FN220]. See Jennifer K. Robbennolt & Julia C. Walker, Societal Expectations of Privacy: The Courts Struggle to Define What Activities Constitute a Search, 33 MONITOR ON PSYCHOLOGY, Apr. 2002 ("A fertile area for future research will be to examine additional factors that may influence expectations of privacy."), available at http://www.apa.org/monitor/apr02/jn.html. The authors encourage further research in this area: "Whether, and in what ways, expectations of privacy change in response to technological developments ... are interesting questions to be pursued." Id.
[FN221]. See generally Christopher Slobogin & Joseph E. Schumacher,  Reasonable Expectations of Privacy and Autonomy in Fourth Amendment Cases: An Empirical Look at "Understandings Recognized and Permitted by Society," 42 DUKE L.J. 727 (1993).
[FN222]. The groups included undergraduate students beginning a course in law and society, law students who had not taken criminal procedure, general community citizens, and Australian law students. Id. at 737.
[FN223]. Id.
[FN224]. Id. at 766.
[FN225]. See supra Part II.A (discussing the origins of the Fourth Amendment, its original ties to individualized suspicion, and the recent rise of the "special needs" exception).
[FN226]. See ROSEN, supra note 213, at 60-61 (noting that "[p]eople's subjective expectations of privacy tend to reflect the amount of privacy they subjectively experience").
[FN227]. Slobogin & Schumacher, supra note 221, at 764 tbl.4.
[FN228]. Id. at 772.
[FN229]. See W. Va. State Bd. of Educ. v. Barnette, 319 U.S. 624, 637  (1943) ("[E]ducating the young for citizenship is reason for scrupulous protection of Constitutional freedoms of the individual, if we are not to strangle the free mind at its source and teach youth to discount important principles of our government as mere platitudes."). Professor Buss makes the same argument regarding the Fourth Amendment in schools:
There is a very good chance that an erosion of privacy and the destruction of human values that go with privacy is a greater long-range danger than the behavior that would be detected and deterred by student searches. It would be highly desirable if the citizens of the United States who are now in school learn to value privacy, learn by the school's example that society respects it, and learn that the courts will protect it from invasion by governmental searches that violate fourth amendment principles. 
Buss, supra note 85, at 792.
[FN230]. JOHN S. & JAMES L. KNIGHT FOUND., FUTURE OF THE FIRST AMENDMENT 1  (2005) [hereinafter FIRST AMENDMENT STUDY], available at http:// firstamendment.jideas.org/downloads/future_final.pdf. The Knight Foundation commissioned the Department of Public Policy at the University of Connecticut to conduct the study, which took two years and cost one million dollars. Press release, John S. and James L. Knight Found., Survey Finds First Amendment Is Being Left Behind in U.S. High Schools (Jan. 31, 2005), available at http:// firstamendment.jideas.org/downloads/news_release.pdf.
[FN231]. FIRST AMENDMENT STUDY, supra note 230, at 7.
[FN232]. Id.
[FN233]. Id. at 29.
[FN234]. Vernonia Sch. Dist. 47J v. Acton, 515 U.S. 646, 656 (1995).
[FN235]. Hazelwood Sch. Dist. v. Kuhlmeier, 484 U.S. 260, 272-73 (1988).
[FN236]. Bethel Sch. Dist. No. 403 v. Fraser, 478 U.S. 675, 685 (1986).
[FN237]. Hazelwood, 484 U.S. at 266.
[FN238]. FIRST AMENDMENT STUDY, supra note 230, at 29.
[FN239]. Id.
[FN240]. Id. at 28.
[FN241]. The most egregious example comes from students' responses to a question about flag burning. 66% of students believed that it is illegal to burn a flag as a form of political protest, compared to 58% of adults. Id. at 31. Roughly the same percentage of students believed in the legality of flag burning as believed in the legality of "shout[ing] 'fire' in a crowded arena as a prank." Id. at 32. Needless to say, this suggests some serious flaws in students' understanding of the nature of First Amendment freedoms.
[FN242]. Only 27% of students said they "personally think about" their First Amendment freedoms, compared to 50% of teachers and 56% of school principals. Id. at 3.
[FN243]. Even after researchers read the First Amendment to students, 21% said they did not know enough about it to decide whether its freedoms go too far. FIRST AMENDMENT STUDY, supra note 230, at 3. When asked whether they personally thought about First Amendment rights or simply took them for granted, 37% of students either had "not yet formed an opinion or [were] unwilling to express their opinion," suggesting that they did not know enough about their rights to respond. Id.
[FN244]. The Carnivore program scans Internet traffic through the use of a  "black box" installed at Internet service providers. Lawrence D. Sloan, Echelon and the Legal Restraints on Signals Intelligence: A Need for Reevaluation, 50 DUKE L.J. 1467, 1479 (2001). While the American government has never formally confirmed the existence of the mysterious ECHELON program, it "is believed to intercept all forms of global communication, including land-line and cellular telephone calls, satellite communications, electronic mail, facsimiles, and various forms of radio transmission." Id. at 1470, 1472. The NSA and partner organizations in other nations allegedly collect the signals using a wide variety of methods, including satellites and wiretaps of underwater cables. Id. at 1474-78. Automated data analysis systems allegedly sift through the signals to find those of interest to the NSA. Id. at 1480- 81; see also Mark G. Young, Note, What Big Eyes and Ears You Have!: A New Regime for Covert Government Surveillance, 70 FORDHAM L. REV. 1017, 1024-30 (2001) (discussing the technological tools of government agencies to intercept communications).
[FN245]. See Rosen, supra note 204, at 38 (discussing the extensive network of video surveillance cameras in Britain); supra note 204 (discussing the use of face-recognition technology).
[FN246]. See supra note 244 (detailing the government's ability to capture electronic communications).
[FN247]. Constitutional scholars David Cole and James X. Dempsey acknowledge that "many argue that civil liberties must be sacrificed in order to ensure the safety of our democratic way of life." David Cole & James X. Dempsey, Terrorism and the Constitution 178 (2d ed. 2002). Cole and Dempsey argue that this impulse--which is "so unquestioningly accepted that it often goes unstated"-- leads to a false choice between liberty and safety. Id. at 178-80.
[FN248]. See supra note 68 and accompanying text (discussing the extent of school reactions to perceived dangers of violence).
[FN249]. See NAT'L CTR. FOR EDUC. STATISTICS, supra note 5, at 139 app. A tbl.A3 (finding that 21% of school districts nationwide performed drug sweeps during the 1999-2000 school year).
[FN250]. See Yamaguchi et al., supra note 4, at 160 tbl.1 (finding that approximately 16% of school districts nationwide used drug-testing programs in 2001).
[FN251]. See supra notes 86-88 and accompanying text (noting the extent of interaction between police and school officers allowed by the courts).
[FN252]. For an extended discussion on electoral constraints upon the Legislature, see generally DAVID R. MAYHEW, CONGRESS: THE ELECTORAL CONNECTION (1974) (exploring the interaction between the electoral system, constituent demands, and legislators' voting behavior and policy choices).
[FN253]. See supra Part II.C (discussing the extraordinarily deferential standards for searches in schools).
[FN254]. Vernonia Sch. Dist. 47J v. Acton, 515 U.S. 646, 656 (1995).
[FN255]. Justice Scalia, in particular, should pay mind to his own assertion. See supra text accompanying notes 137-46, 159-61 (discussing two majority opinions, both written by Scalia, that carry parts of school-search opinions into cases beyond the schoolhouse gate).
[FN256]. See supra Part II.B (discussing the extraordinarily deferential standards for searches in schools).
[FN257]. For example, the drug-testing policy in the Earls case would have fallen under a standard requiring some evidence of widespread drug use that required government action. See supra note 177 (discussing the lack of evidence of a drug use problem in Earls's school district).
[FN258]. See, e.g., Tinker v. Des Moines Indep. Cmty. Sch. Dist., 393 U.S. 503, 511 (1969) ("In our system, state-operated schools may not be enclaves of totalitarianism."); Shelton v. Tucker, 364 U.S. 479, 487 (1960) ("The vigilant protection of constitutional freedoms is nowhere more vital than in the community of American schools."); W. Va. State Bd. of Educ. v. Barnette, 319 U.S. 624, 637 (1943) ("[E]ducating the young for citizenship is reason for scrupulous protection of Constitutional freedoms of the individual ...").
[FN259]. Through the last decade, students were "at least 70 times more likely to be murdered away from school than at school." NAT'L CTR. FOR EDUC. STATISTICS, INDICATORS OF SCHOOL CRIME AND SAFETY 2003, at 2 (2003), available at http://www.nces.ed.gov/pubs2004/2004004.pdf. The number of thefts at school dropped as well, and violent crimes at schools fell by almost 50%. Id. at 6. These numbers correspond with drops in crimes against students off school grounds, suggesting that the changes were societal and not the result of increased school-search policies. Id. Student drug use has fallen since the mid-1990s, and a comparison of drug use of today's youth (ages twelve to seventeen) to the same age group in 1979 shows surprising results. In 1979, twice as many students reported that they had used cocaine as in 2001. U.S. OFFICE OF NAT'L DRUG CONTROL POLICY, supra note 79, at 2 tbl.2. Almost twice as many students in 1979 reported using marijuana within a month of the survey than students in 2001. Id. at 2 tbl.3. A greater percentage of students reported they had used any illicit drug at all points of the survey (within a month of the survey, within a year, and ever) in 1979 than in 2001. Id. at 1 tbl.1. In short, student drug use today is less of a chronic problem than it was a quarter-century ago.
[FN260]. See supra notes 76-78 and accompanying text (examining the perception of crisis in school-search opinions).
[FN261]. W. Va. State Bd. of Educ. v. Barnette, 319 U.S. 624, 637 (1943).
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