" arious commentators contend that
nanotechnology has the potential to spur
the next Industrial Revolution. Still, many
debate whether nanotechnology’ impact
will be beneficial or detrimental. Nano-
technology industry proponents bubble
about the technology’s potential. They
assert that it may lead to “clean energy,
zero-waste manufacturing and cheap space
travel, if not irnn'lorta]ity.”1 Nanotechnol-
ogy’s detractors match its proponents’
conviction. They expect the worst, feanng
that nanotechnology “will bring universal
surveillance and harm the poor, the en-
vironment and human health—and may
even destroy the whole planet through
self-replicating ‘grey goo.””?

The public’s view of these arguments
merits close study. Eventually public
opinion will determine, through legis-
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Even if nanotechnology’s eventual
impact is less than revolutionary, plaintiffs
may still pursue suits against companies
that utilize nanoparticles. Some com-
mentators theorize that applications of
nanotechnology may pose risks to human
health and the environment. However,
scientific evidence does not now; and
may never, causally link nanoparticles
with health or environmental problems.
Nonetheless, plaintiffs may follow a
recent litigation trend and pursue suits
that disavow personal injury but still seek
economic damages.

This article will explore nanotechnol-
ogy’s emerging trends and their potential
legal implications. First, it will discuss the
current and potential applications of the
technology, acknowledging the opinions
of both nanotechnology’s proponents
and detractors. Second, it will evaluate
the public’s reaction to nanotechnology.
Third, it will briefly examine the limited
Judicial response to nanotechnology.
Finally, it will analyze litigation issues that




may affect the field, drawing from asbes-
tos litigation and more recent consumer
class actions.

Applications of Nanotechnology
Nanotechnology generally refers to
manipulating material on a nanometer
scale. A nanometer is an extremely small
unit of measurement equaling one bil-
lionth of a meter. Currently more than
800 products incorporating nanotech-
nology are produced by more than 400
companies located in more than 20
countries.’ These products accounted
for more than $88 billion in manufac-
tured goods in 2007, and by 2016, it

is estimated that goods incorporating
nanotechnology will account for $2.6
trillion in sales.*

Nanotechnology’s small size makes it
important. At the nanoscale level, particles
have bigger surface areas and tend to be
more reactive than larger particles, giving
them novel properties. Nanotechnol-
ogy has allowed manufacturers to make
kitchen appliances bacterial resistant,
sports equipment lighter and stronger,
and clothes wrinkle free and stain resis-
tant, to name just a few applications.

Eventually, scientists hope to use
nanoparticles to directly treat diseases.
Scientists are developing several types of
these procedures, some of which have
already demonstrated clinical success
treating cancer. Scientists also believe that
nanotechnology may one day be used
to quickly and inexpensively remediate
polluted soil and groundwater and purify
drinking water. Finally, future applications
of nanotechnology may lead to sustain-
able, “green manufacturing” techniques.
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Whether nanoparticles pose danger
to humans and the environment is cur-
rently unknown. Still, some allege that
nanoparticles’ unique characteristics may
potentially cause harm. Nanoparticles’
small size may allow them to enter the
body through skin absorption, ingestion,
inhalation, or direct injection for medical
purposes. It has been argued that, once
inside the body, nanoparticles’ small size
could allow them to enter the blood
stream, cross membranes, invade cells, and
transverse the blood brain barrier.’ Add-
ing to theoretical concerns, a study re-
cently determined that carbon nanotubes
may have similar effects as asbestos on the
lungs.® However, this research is prelimi-
nary and has been strongly criticized.’

It has also been alleged that nano-
particles pose a danger to the environ-
ment, but again, little is known about the
specific potential for harm. Stll, nano-
technology’s possible benefits, including
its potential to help improve current
environmental conditions, have even
convinced some environmental groups
to cautiously embrace the technology’

“promising future.”®

The Public’s Reaction to
Nanotechnology

& Divided Reaction

The American public’ reaction to
emerging nanotechnologies reflects the
tension between the nanotechnology
industry’s proponents and detractors.

On the one hand, “nano” is a market-
ing buzzword. For example, Apple’s iPod
Nano mp3 player (which, although not
built on a nanoscale, does utilize nano-
technology) sold more than one million
units in the 17 days after its release.” The
iPod Nano’s popularity has been sustain-
able; Apple recently rolled out the fourth
generation of the product.

On the other hand, many members
of the American public remain skeptical
and somewhat fearful of nanotechnology.
Though case law related to this emerging
technology is sparse, judges have written
a handful of judicial opinions unrelated
to patent litigation. In the majority of
these opinions, pro se plaintiffs alleged that
the government and other entities have
harmed them by surreptitiously exposing
them to nanoparticles. Not surprisingly,

the plaintiffs’ allegations lacked proof; and
most were quickly dismissed as frivo-
lous.*® Potential plaintiffs, making similar
complaints, have also visited online forums
In atternpts to recruit class action counsel
to pursue their claims.!! Although all the
claims that have been filed to date almost
certainly lack merit, it is worth noting that
nanotechnology has become the focus of
these litigants’ anxdety:

In addition, consumer groups have
aggressively petitioned the government
and nanoparticle producers to increase
regulation of nanotechnology. These
groups advocate vastly different positions,
from global moratoriums on nanotech-
nology research to requests for further
governmental research and corporate
disclosure of nanoparticle use. In response
to this wave of “nanophobia,” at least
some companies that touted their use
of nanoparticles have begun to distance
themselves from the technology:'?

Do Yuu Beiieve in Magic (Nano)?
In March 2006, fears about nanotechnolo—
gy seemed to be realized when a German
bathroom cleaner called “Magic Nano”
was recalled after it caused severe respira-
tory complications in more than 100
consumers. Magic Nano was purportedly
made with silicon dioxide nanoparticles,
which gave the product amazing cleaning
properties. Most impressively, the manu-
facturer claimed that cleaning with Magic
Nano would provide bathrooms with six
months of antibacterial protection.!®
Responding to the recall, the North
American Action Group on Erosion,
Technology and Concentration (ETC)
called for a global nanotechnology re-
search moratorium and complete recall
of consumer products containing nano-
particles. However, consumers responded
unexpectedly to this new health threat; in
the midst of the health scare, the company
that manufactured Magic Nano reported
increased sales. The company claimed
that, despite its association with a health
scare, publicity of the product’s impressive
cleaning properties actually boosted the
company’ sales. In the end, any hyste-
ria surrounding Magic Nano proved
premature. Tests soon demonstrated that
despite its name and manufacturer’s claims, -
the cleaner contained no nanoparticles.
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Nevertheless, ET'C’ position remained
unchanged:; a spokesman justified institut-
ing the moratorium in order “to give ...

time to establish safety’*

Tha Fublic's Lack of Familiarity With
Manoiednaiogy

The public’s mixed reaction to nanotech-
nology can probably be explained by its
lack of knowledge. A recent poll has found
that half of American adults have never
heard of nanotechnology, while only about
seven percent “have heard a lot” about

the technology." The public’s percep-

tion of nanotechnology may very well be
decisively influenced by the first well-
publicized nanotechnology news story.

As a result, at least one commentator has
counseled nanotechnology companies to
make sure the early products they market
demonstrate “‘societal value”!® A recent
study underscored the importance of the
specific application of nanotechnology on
public perception, finding that although
the public may support utilizing advanced
nanotechnology to improve human health,
it may also disapprove of other advanced
nanotechnology applications.!”

Judicial Response So Far
As aforementioned, courts have yet to
grapple with many nanotechnology-
related lawsuits. However, when the issue
of nanotechnology’s potential harms has
arisen, the judicial response has been re-
strained. In Kennecott Greens Creck Mining
Co. v. Mine Safety and Health Admin., 476
E3d 946 (D.C. Cir. 2007), mining indus-
try groups sought judicial review of three
Mine Safety and Health Administration
(MSHA) regulations. Petitioners argned
that MSHA's rules limiting diesel particu-
late matter (DPM) emissions were flaved
because they failed to acknowledge “that
newer, cleaner engines—which are often
necessary to reduce DPM exposure—
may increase the number of dangerous
‘nanoparticles’ in mines.”*®

The D.C. Circuit disagreed with
petitioners and deferred to the agency’s
expertise. The court acknowledged that
MSHA’s regulations may cause an increase
in the production of nanoparticles and that
these nanoparticles may be more harmfuil
than DPM. However, the court reasoned
that, because the risks of nanoparticles are
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speculative while the risks of DPM are
known, MSHA' scheme to regulate the
known threat was not arbitrary and capri-
cious." Until more is known about nano-
technology’s potential risks, expect courts
to continue responding conservatively to
claims arising from nanotechnology.

Potential Litigation Issues

‘When any new technology is developed,
lawsuits often follow closely behind.
The plaintiffs’ bar may begin pursuing
nanotechnology-based claims in the
coming years. Potential suits may follow
one of two models. First, plaintiffs may
pursue traditional personal injury tort
suits. Alternatively, plaintiffs may pursue
solely economic claims.

Traditional Personal Injory Sukis:
Ashesios Lilgation as 2 Guide
Commentators, noting a study com-
paring similarities between carbon
nanotubes’ effect on the lungs to that

of asbestos, have recently asked whether
nanomaterials will spur “the next
asbestos-like toxic tort ... " Although
it is far from likely that nanotechnol-
ogy will spur litigation on the same scale
as asbestos litigation, plaintiffs may still
pursue suits against nanoparticle manu-
facturers similar to the ones they pursued
against asbestos manufacturers.

Earlier in the twentieth century, as-
bestos was lauded as a “magic mineral %!
Manufacturers took advantage of asbes-
tos’s resistance to heat and high tensile
strength, increasingly incorporating it into
many hoiisehold products. Subsequently,
some studies reported a relationship be-
tween some types of asbestos and certain
health ailments.?

Plaintiffs brought tort suits alleging di-
rect injury from exposure to asbestos. Al-
though the first few suits failed, in 1973
the Fifth Circuit unexpectedly extended
strict liability to occupational diseases,
allowing former insulator Clarence Borel
to prevail. ® Borel’s success opened the
door to an onslaught of suits. More than
8,400 companies have been named as
defendants in more than 730,000 asbestos
personal injury claims, paying a total of
$70 billion.*

In these suits, plaintiffs often pursue
duty to warn claims.® In most jurisdic-

tions, a manufacturer is required to warn
only for dangers reasonably foreseeable
at the time the manufacturer relinquishes
control. Importantly, a manufacturer
cannot be held liable for failing to warn
about unknowable harms.?® Thus, litiga-
tion often centers on the defendant’s
knowledge of asbestos’s alleged dangers.

The overarching lesson the nanotech-
nology industry can learn from asbestos
litigation is to take a cautious approach
with an eye toward future litigation.
Specifically, companies using nanoparticles
should be wary of duty to warn suits and
continuously evaluate their “knowledge™
of nanotechnology’ alleged harms. If they
pursued a duty to warn theory, plaintiffs
would likely argue that, based on the
literature discussing nanoparticles’ potential
harmfiil effects, a company knew or
should have known that its product would
cause harm. In response, defendants would
probably argue that, at the time of the ex-
posure, they did not know and could not
have known that their use of nanotech-
nology presented a health risk. To support
this potential argument, companies should
keep abreast of new studies regarding
nanoparticles’ health effects.

Cinss Activns us @ Guide
Recently, plaintiffs filed class actions in
several different contexts claiming harm
from products they alleged posed health
risks. However, instead of pursuing tradi-
tional damages emanating from personal
injury, plaintiffs often focused on recover-
ing economic damages. R ecent lawsuits
concerning the amount of lead in lipstick
illustrate this trend.

In October 2007, Campaign for Safe
Cosmetics (CFS) published a study claim-
ing that certain lipsticks contained danger-
ous amounts of lead. Although the FDA
does not publish tolerance levels for lead in
lipsticks, CFS based its assertion on FDA
regulations limiting the amount of lead in
candy. Because the amount of lead found
in some lipsticks was purportedly higher
than the FDA’s limit for lead in candy, CFS
concluded that these lipsticks may pose
dangers to consumers.”” Despite the obvi-
ous differences between candy consump-
tion and lipstick consumption, plaintiffs
soon filed suits against lipstick manufactur-
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ers mimicking CFS’s claims.?

Plaintiffs argued that they would not
have purchased the lipstick had they
knovm of its lead content and pursued
causes of action like breach of implied
warranty; unjust enrichment, and statu-
tory consumer fraud. They sought narrow
economic damages, including the return
of the purchase price and the costs of
diagnostic testing and medical monitor-
ing.?® Although these individual claims
seem small, once aggregated they still can
represent significant liability.

Plaintiffs in these cases made addition-
al personal injury allegations, contend-
ing that they had been injured by mere
exposure to the lipstick and suffered an
increased risk of being harmed by lead. ™
However, because they lacked actual’
injuries, a requirement for personal injury
claims, courts sometimes dismissed these
claims without discussion.”’

The nanotechnology industry can learn
from the “lead in lipstick” litigation. First,
lawsuits and legislation can quickly spring
up across the country after the publication

of a nonconclusive, but headline-catching,
study. Manufacturers utilizing nanotech-
nology should prepare for a similar reac-
tion if studies drawing negative attention
to nanotechnology are released, regardless
of their conclusiveness. Second, if plaintiffs
file nanotechnology-related suits, they may
decide to pursue consumer class actions
instead of personal injury claims. Based
on the existing body of scientific knowl-
edge, it would be extremely difficult for
plaintiffs pursuing nanotechnology claims
A0 prove causation.

Preparing for the Unknown
Nanotechnology has the potential to pos-
itively impact the world in revolutionary
ways. Technologies utilizing nanotechnol-
ogy may one day cure disease, efficiently
remediate pollution, and provide clean
energy sources, among other applications.
Still, while its potential is intrigning, the
harms nanotechnology presents, if any, are
currently unknown. Additionally, a large
majority of the public lacks knowledge
of nanotechnology’s very existence; it

]

remains to be seen whether this silent
majority will embrace nanotechnology.
Although product liability law is
inherently unpredictable, these factors
may magnify the law’s fickleness, making
the outcomes of nanotechnology-related
lawsuits even more difficult to predict.
Therefore, to minimize potential liability,
companies utilizing nanotechnology have
a difficult task; they must prepare for the
unknown. This task necessarily requires
taking a cautious approach. When possible,
companies utilizing nanopatticles should
try to protect consumers and workers
from potential risks, including consider-
ing disclosures, warnings, and protective
equipment for workers in appropriate cir-
cumstances. This responsible approach will
not only provide protection from liability
but will also help garner public support for
companies that utilize nanotechnology.

Endnotes
1. Small Wonders, EcoNomisT, Jan. 1, 2005.
2. 1d.; see also K. Eric DREXLER, ENGINES

continued on page 15
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SHIFTING STRATEGIES FOR
PROTECTING MUSIC ONLINE

DMICA Takedown Notices, Litigation,
and Cooperative Approaches

By William Sloan Coats
and
Julieta L. Lerner

decade since an injunction issued

against Napster,' the music indus-
try has continued to grapple with how
to stop users from sharing music files
and (more commonly now) video clips
containing music on the Internet. One
strategy available to copyright holders
is to issue takedown notices to Internet
service providers (ISPs) under the Digi-
tal Millennium Copyright Act (DMCA),
which requires ISPs, in accordance with
the procedures set forth, to take down
allegedly infringing material. As long as
ISPs comply with the procedures, they
benefit from the safe harbor provisions
that insulate them broadly from li-
ability for infringement. Until recently,
content owners essentially only needed
to consider whether the posting of
their content violated their rights, but
this analysis may have become more
complex. In May of 2008, the court in
Lenz v. Universal Music held that content
owners have a responsibility to consider
the Fair Use Doctrine in determining
whether to issue a takedown notice. An-

E ven though it has been almost a
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other strategy copyright holders rely on
involves bringing lawsuits against tech-~
nology companies and, more controver-
sially, against individuals. After years of
focusing on litigation, which has often
attracted negative publicity, the record
labels are shifting towards a “graduated
approach.” In December 2008, the Re-
cording Industry Association of America
(RIAA) announced a policy under
which, rather than resorting to litiga-
tion, it will work with ISPs to provide
notice and gradually increasing sanctions
against users infringing on their rights.

Protections and Responsibilities
Under the DMCA

The DMCA was signed into lavr in
1998.2 Among its many provisions,

the DMCA provides a mechanism by
which content owners can notify ISPs
of infringing content and by which the
ISPs must take down this content. In ex-
change for compliance, the law shelters
ISPs from claims of copyright infringe-
ment made against them that result from
the conduct of their customers.

Contant Cwners

For the ISP to remove allegedly in-
fringing materials from its network, the
content owner must provide, in addi-
tion to information identifying itself
and the allegedly infringing materials, a
statement that the owner had a “good
faith belief” that there is no legal basis
for use of the materials at issue.> When
it comes to the sharing of music, usu-
ally the content owner’s rights stem
from section 106(1) of the Copyright
Act, which grants the exclusive right
to reproduce the copyrighted work in
copies and section 106(3), which grants
the exclusive right to distribute copies
to the public; the right of public per-
formance, in section 106(4), may also
be involved.*

The DMCA does not require
content owners to notify the indi-
viduals responsible for the allegedly
infringing material. However, the safe
harbor provisions require ISPs to notify
subscribers if their materials have been
removed and to provide them with an
opportunity to send a written notice




to the ISP stating that the material has
been wrongly removed. If a subscriber
provides a proper “counternotice”
claiming that the material does not
infringe copyrights, the ISP must then
promptly notify the claiming party of
the individual’s objection, and, unless
the copyright owner brings lawsuit in
district court within 14 days, restore
the material to its network.’

Under a recent holding, the copyright
holder has a responsibility to consider
the Fair Use Doctrine in determining
whether to issue a takedown notice. In
a case that drew wide media attention,
likely due to a particularly sympathetic
plaintiff, an individual by the name of
Stephanie Lenz sued Universal Music
Corporation (Universal, a record label)
regarding a takedown notice that Univer-
sal had issued and voluntarily retracted.
Lenz had placed onYouTube.com a
29-second video of her 13-month-old

William Sloan Coats is a partner and Julieta
L. Lerner an associate at the Palo Alto office
of White & Case LLP
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son dancing in her kitchen, while Prince’s
“Let’s Go Crazy” played faintly in the
background. Universal, which owns

the copyright to “Let’s Go Crazy,” sent
YouTube a DMCA takedown notice, de-
manding that YouTube remove the video
for violating Universal’s copyright.You-
Tube removed the video the following
day and sent Lenz an email notifying her
it had removed the content and warning
her that repeated incidents of copyright
infringement could lead to the deletion
of her account and all of her videos. Lenz
responded with a counternotice, de-
manding that the video be reposted, and
YouTube reposted the video about six
weeks later.”

In an unusual turn of events, Lenz
filed suit against Universal on July
24,2007. Universal then successfully
moved to dismiss the claims of Lenz’s
original complaint. The court permit-
ted Lenz to replead the complaint,
which Lenz did. On May 23, 2008,
Universal filed a motion-seeking to
dismiss Lenz’s only claim, a claim for
misrepresentation under 17 U.S.C.
section 512(f).% Neither party disputed
that Lenz used copyrighted material
in the video. Despite this, Lenz argued
that the DMCA requires the copy-
right owner to consider the Fair Use
Doctrine in formulating a “good faith
belief” under 17 U.S.C. section
512(c)(3)(A)(v) that “use of the mate-
rial in the manner complained of is not
authorized by the copyright owner, its
agent, or the law*® Universal coun-
tered that because fair use is an excused
infringement, copyright owners cannot
be required to evaluate the question of
fair use prior to sending a takedown
notice.!” The court found that copy-
right holders are required to engage in
a good faith consideration of whether
a particular use is fair use.”’ Further,
the court found that an allegation that
a copyright owner acted in bad faith
in issuing a takedown notice without
proper consideration of the Fair Use
Doctrine is sufficient to state a claim
for misrepresentation under section
512(f) of the DMCA.?

{58 Sate Harboer

Courts have interpreted the DMCA as
providing broad protection to ISPs. The
DMCA provides that an online entity
shall not be liable for storing infring-
ing material at the direction of a user

if the entity qualifies as an ISP and if
the ISP can satisfy a number of condi-
tions concerning knowledge, financial
benefit, and notification. For purposes
of the DMCA safe harbor, an ISP is
defined as “a provider of online services
or network access, or the operator of
facilities therefore.”'® The definition

of ISP is “broad.”!* The online auction
and shopping sites, eBay.com and Ama-
zon.com, and the file sharing service,
Aimster, all qualified as ISPs.'”

To be eligible for the limitations on
liability provided by the DMCA, the
ISP must have adopted and reasonably
implemented “a policy that provides for
the termination in appropriate cir-
cumstances of subscribers and account
holders . .. who are repeat infringers.”'®
The ISP must inform subscribers and
account holders of this policy.!” Also,
the ISP must accommodate and not in-
terfere with standard technical measures
used by copyright owners to identify
and protect copyrighted works, '8

‘What qualifies as a “reasonable
implementation” of a repeat infringer
termination policy has been the subject
of litigation. In Ellison v. Robertson, the
Ninth Circuit determined that there
was an issue concerning whether
America Online (AOL) had reasonably
implemented its policy as required by
section 512(i) when AOL had changed
the address to which notifications
were sent but did not forward mes-
sages from the old address or notify
subscribers of the change.'® Similarly,
the Seventh Circuit found that Aimster
failed to implement a repeat infringer
policy reasonably, where its encryption
method made it impossible for the ISP
to determine which files were being
transferred by which user and hence
who was responsible for copyright
infringement. %

An ISP eligible for the limitations
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on liability will not be liable for music
or other content that infringes copy-
right so long as the ISP “does not have
actual knowledge that the material

.. .on the system or network is in-
fringing,” or is not “aware of facts or
circumstances from which infringing
activity is apparent,” or “upon obtain-
ing such knowledge or awareness, acts
expeditiously to remove, or disable
access to, the material.”?' Additionally,
the ISP must not “receive a financial
benefit directly attributable to the
infringing activity” in a situation where
“the service provider has the right and
ability to control such activity”?? Upon
notification of claimed infringement,
the ISP must respond expeditiously

to remove or to disable access to the
infringing material. The ISP must des-
ignate an agent to receive notifications
of claimed infringement and provide
information concerning the designated
agent to the Copyright Office.?

Copyright Enforcement Through
Litigation
When the DMCA takedown proce-
dures or other measures fail to offer a
copyright holder sufficient recourse, the
copyright holder may resort to litiga-
tion. Copyright holders were somewhat
successful in curbing some of the more
egregious cases of copyright infringe-
ment involving the sharing of music
online by targeting the companies re-
sponsible for the file sharing technology.
The record labels have also targeted in-
dividual users for sharing files. The labels
have sued thousands of individuals.*
resulting in much negative publicity and
questioning of the effectiveness of these
methods.?

Although many of the legal is-
sues involving these cases have been
resolved, 2 debate remains among the
circuits whether making music avail-
able online violates the exclusive right
of reproduction and distribution under
the Copyright Act. Although most
courts require that the plaintiff show
that defendant has actually distributed
a copy to a member of the public,
some courts have found that merely
making a copy available is sufficient
for liability, 26
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Cooperative Enforcement
Strategies

The RIAA is ending its “broad-based
end user litigation program,”% an ap-
proach that often led it to be painted as

a villain in the media.?® In December
2008, the RIAA announced plans to shift
from bringing lawsuits against individual
users int favor of a “graduated response”
partnership with ISPs.? The step was
part of what the RIAA described as “a
real movement toward ISPs assuming

a more proactive role in dealing with
online piracy in a constructive way that's
sensitive to their subscribers”” Under the
plan, the RIAA will identify an act of
infringement and alert the ISP that one
of its customers is allegedly sharing files,
and the ISP will notify its customer. The
RIAA will use technology that it believes
can reliably identify illegal file sharing
and avoid “false positives.”® If the cus-
tomer does not reply to repeated notices
that it may be sharing files in violation of
another’s copyright, the ISP may termi-
nate service to the customer,!

In many ways, this program appears
similar to measures already in place under
the DMCA, which require ISPs to have
a repeat infringement termination policy
to qualify for safe harbor protection. The
key difference appears to be greater co-
ordination between the RIAA and ISPs,
paired with the RIAA’s commitment to
avoiding lawsuits against individuals. By
shifting its strategy, the RIAA may meet
its goal of working together with ISPs in
a way that will improve public percep-~
tions, while increasing the recording
industry’s ability to protect its content.
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By Richard Abbott

here are places on the Internet that
Tare hidden. They are places to meet

and trade information without
worry of censorship or law enforce-
ment. There are no secret handshakes,
rituals, or dues to pay. Structures called
anonymity networks provide access to and
protect these places from outside observa-
tion. Paradoxically, while nobody can
find these places physically, anyone can
access them. In this very brief article I
will describe three of these anonymity
networks, but there are many more out
there. Structurally, each is unique, but
they are all free, open-source projects
maintained and administered by mem-
bers of the public. They all hide activities
and websites that cannot be tracked, can-
not be turned off, and laugh in the face
of the Digital Millennium Copyright
Act (DMCA), Communications Assis-
tance for Law Enforcement (CALEA),
and most every other legal restriction.

=Y

Freenet

User #2

User #1
Encrypted
file Parts
Downloaded T
Flle(s) G
=== Outbound Request Packets

g==e—= Inbound Flle Parts 1 5
Dashed= Invisible to Users#1 User #a

Freenet
http://freenetproject.org

Freenet is the aging grandfather of ano-
nymity networks. In essence, Freenet is a
complex file sharing scheme. All users ac-
cessing the network agree to allow their
computers to act as relay nodes. Fach
donates a combination of drive space and
bandwidth for the use of the network.
Those wanting to share files first encrypt
them, break them into parts, and scatter
the parts among nearby nodes. Hidden

Richard Abbott is an Oregon attorney and
IT privacy consultant. Specializing in coun-
tetsurveillance, Richard works with businesses
and individuals trying to safeguard data from
threats ranging from wiretaps to hardware
theft. Richard is also a staunch supporter

of Free/Open Source Software (F/OSS).
He can be reached at Rabbit@shaw.ca or
OregonRabbit@hushmail.com.
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websites, called Freesites, are published by
sharing their html files. Downloading is
accomplished by handing request packets
from node to node. When a request finds
the wanted file piece, that piece is sent
back down the path left by the outbound
request. This means nobody can tell
where a request came from, or where

a file part is going, Nodes take notice

of the file parts they handle most often.
Copies of popular files parts are retained
and stored locally. Heavily requested

files therefore propagate throughout the
network, while unpopular files become
rare and eventually disappear. Freenet’s
greatest strength is the survivability of
the collective data store. R emoval of any
one machine eliminates nothing from
the collective network. This means a file
or freesite will remain online long after
its publisher has left the network. A very
popular file could prove impossible to
€ver remove.

Layered Encryption

The next two networks rely on layered
encryption schemes. By wrapping traffic
within layers of encryption, these networks
allow users to build and administer path-
ways through multiple proxies without
worry of either outside wiretappers or
turncoats within the network. Both TOR.
and I2p use versions of this scheme.

network whether they want to contribute
or not. By routing traffic via druits of at )
least three nodes, users access the Internet
without exposing their IP addresses. Simi-
larly, users can link a web server to a TOR.
circuit and play host to a hidden service. This
Creates untraceable websites accessible only
to those connected to TOR.,

The Onion Router { TOR )
[efEm -SSR0\

o= Mot Encrypted TOR Cliwnr Exit
=== Encryptad Software

" The Intaime: -

TOR s also used to bypass censor-
ship. By routing their connection through
TOR, users escape from under censorship
regimes such as China’s Grear Firewall (or
Golden Shield, depending on your perspec-
tive). Similarly, because TOR allows users
to route their connections through foreign
exit nodes, anyone can test how websites
react to users from different countries.
Want to see how Google.fr lists your web-
site? TOR. allows you to adopt a French
IP address and see for yourself no costly
IT consultant needed.

12p

www.i2p2.de

I2p is the latest and most-evolved ano-
nymity network. I2p employs TOR -like

Layered Encrypti on ____nay Moge

ooe® s le® | [

Us:ér |

circuits called tunnels, the length of
e | which can vary to accommodate
/ \ different security needs. All users
must operate a node and contrib-

ute bandwidth, but unlike Freenet,

The Onion Router (TOR)
WWW.torproject.org

TOR is currently the most established
anonymity network. Created by the

U.S. Navy and released to the public in
2004, TOR s designed to allow users to
anonymize otherwise normal Internet
connections. TOR relies on those users
who are willing to host encrypted relay
nodes. Such TOR nodes can be hosted on
any computer connected to the Internet.
There are normally more than a thousand
active nodes, but anyone may access the

I2p users are not obligated to
play host to any material. Instead, users
voluntarily share files via their individual
connections. Shorter connection paths,
fewer and more polite connections
between nodes, and the ability to handle
both TCP and UDP packets all add up to
much greater and more stable speeds. I2p
is currently the only anonymity network
able to sustain swarm downloading, but
this occurs entirely within the network.
Websites hidden within i2p are called
eepSites and are essentially the same as
‘TOR’s hidden services.
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At time of writing, there was one op-
erational exit node allowing those within
2p to anonymously browse the normal
Internet. Access to the normal Internet is
not now, and never will be, partof I2p’
overall design. The one operational node
is solely a product of its host.

Consequences for Copyright
Enforcement Efforts

Internet protocol addresses mean noth-
ing when dealing with file transfers
passing through anonymity networks.
Any IP address detected on the nor-
mal Internet will in fact be that of an
exit node, not the actual wrongdoer.
DMCA takedown notices sent to exit
node operators are misplaced, as no
material actually resides at the exit

node. Similarly, any subpoena, DMCA
or otherwise, will not yield the identity
of the wrongdoer. Exit nodes handle
general Internet traffic. Any recording
of user-identifiable information would
therefore constitute illegal wiretapping.
Even if such records existed, they would
only ever point to other nodes deeper
within the network. These networks
work under the assumption that many
governments are actively trying to break
them. They incorporate the possibility of
enemy-controlled nodes into their threat
models. Record keeping, even mandated
record keeping, is not the answer.

This article proposes that there are
solutions, but they require a mature ap-
proach. The addiction to IP addresses
must be broken. The practice of blindly
firing off takedown notices without re-
gard should stop. Copyright holders must
instead check any detected IP address
against the published lists of exit nodes.
They then need to cooperate with exit
node operators. Most exit node operators
actually want to eliminate file sharing via
their nodes because it takes bandwidth
from more noble causes. These operators
can block access to IP addresses belong-
ing to hosting services and can work to

cut off peer-to-peer networks by block-
ing the associated ports and protocols.
These strategies require effort, but they
do work and are the only legal and effec-

tive avenues for addressing such problems.

File sharing that remains wholly
within anonymity networks is another
matter. Such communication is beyond
any legal enforcement efforts. This
does not mean that copyright is dead.
Copyright holders should remind them-
selves of just how slow these anonymity

< networks currently are. Even within 12p,
large movie files take hours or days to
download. Nobody is sharing Blueray
movies just yet. Mp3s are certainly at
risk, but frankly those are freely traded
via the normal Internet already. That,
may change if groups like the Record-
ing Industry Association of America
(RIAA) start actually making headway.
Anonymous file sharing is out there, just
waiting for users to make the switch.

Consequences for Law
Enforcement

These anonymity networks contain sites
where music and video files can be ob-
tained illegally, where illegal drugs can be
purchased, and where child pornography
can be accessed. There are no passwords:
These websites operate openly. The author
remains available to aid in any and all
investigations, but the truth is that all these
sites are common knowledge within these
networks. Their linking information is no
secret. The FBI, RCMP, and other law
enforcement agencies already know about
them. As previously mentioned, file shar-
ing within anonymity networks is beyond
legal enforcement efforts.

National Security Concerns

The state of the art for intelligence gather-
ing does not involve imaging satellites or
nuclear subs.The ins and outs of informa-
tion systems are today more important
than troop movements or missile locations.
Surveilling these systems involves probing
them via the Internet to learn where they
are strong and where the backdoors have
been left ajar. Doing this risks discovery.
The target may detect the probe and link
it back to the origin. If the probe is linked
to IP addresses belonging to the CIA,

or Halliburton, then the cover has been
blown. If, instead, the probe comes from

a publicly controlled anonymity network,
the operation can continue even after
detection. These networks do not favor
one country over another. China has tried
repeatedly to limit access to these net-
works, TOR in particular. Why;, then, are
so many TOR exit nodes allowed to oper-
ate openly from within mainland China?
The implications are clear. Anonymity
networks such as TOR. are the stomping
ground for any number of intelligence
operations. Perhaps this is what the Navy
was thinking about when it released TOR
to the public.

Before Passing Judgment

If you take one thing from this ex-
tremely brief article, it should be that
you should do the homework to first
understand how and why these net-
works function before passing judgment.
These are very complex networks, but
they are free, easy to use, and backed by
a large community willing to help new
users. Everyone will find something to
applaud and something to hate. ¢
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Global Positioning
System Technology
AND THE

Fourth Amendment

By Arthur G. LeFrancois

urveillance techniques abound that

were unimaginable at the time of

the nation’s founding. Our daily
activities are more knowable by more
people more quickly than was conceiv-
able even a short time ago. How should
we treat law enforcement’s warrantless
use of privacy-reducing technologi-
cal innovations? One answer is that we
simply learn to live with it. Privacy
advocates respond that a hallmark of
our democracy is the ability of its citi-
zenry to lead lives free of unwarranted
government monitoring, Perhaps
legislation is necessary.! But legisla-
tion is by its nature fragile, subject as it
is to cynical political manipulation or
irrational risk calculation in the face
of crisis. And so we turn to the con-
stitution’s prohibition of unreasonable
searches and seizures: How does the
current conceptual framework of the
Fourth Amendment accommodate new
surveillance techniques?

GPS Technology

The use of global positioning system
(GPS) devices to track vehicle move-
ments is an instructive example of the
new surveillance. The global position-
ing system is maintained by the United
States military and made available to
civilian use. GPS receivers use satellite
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signals to determine position, velocity,
and time.2 Law enforcement uses GPS
technology in different ways, often
surreptitiously attaching GPS units
to vehicles. The GPS data are either
remotely accessed through a modem or
by retrieving the device. The data show
where the vehicle has been since the
installation and activation of the device.
Law enforcement agents are using
GPS technology to investigate suspect-
ed criminals of all varieties, from cases
of drugs, embezzlement, and burglary,
to assault and murder.? In response to
a Freedom of Information Act request,
police in one Virginia locality reported
that they used GPS devices in nearly
160 cases from 2005 to 2007.* Unsur-
prisingly, legal issues surrounding the
use of GPS monitoring have begun to
surface in the state and federal courts.

A Fourth Amendment Primer

First things first: The question in sur-
veillance cases is rarely, if ever, whether
the government may use a particular
surveillance method. Instead, the ques-
tion is simply whether the government
needs to make a showing in order to
justify doirig what it wants. The default
rule—although there are many excep-
tions—is that if the government is do-
ing investigative work that the Fourth

Amendment regulates, the government
needs to have obtained a warrant by
establishing probable cause to believe it
will find what it seeks.

As for what the Fourth Amendment
regulates, those seeking its protection
must show they were the object of a
search or seizure. A seizure is 2 mean-
ingful interference with a possessory
interest.? Contrarily, 2 search is an inva-
sion of an expectation of privacy that is
reasonable or legitimate.® Reasonable-
ness can be determined through refer-
ence to property concepts and social
understandings.”

Only if a search or seizure is shown
to have occurred may one argue that
it violated the Fourth Amendment. A
search or seizure can violate the Fourth
Amendment because of the way that it
was executed, or for lack of an underly-
ing justification, or for lack of judicial
authorization. Such violations, absent
exceptions, result in suppression of the
evidence obtained through the violation.

The Supreme Court and
Technology

The Supreme Court has yet to rule on
GPS technology’s relation to search and
seizure jurisprudence—whether install-
ing a GPS device and/or accessing it
implicates search or seizure protections
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such as the probable cause and warrant
requirements. But the Court’s Fourth
Amendment jurisprudence has set the
stage for analysis.

In the late 1960s, the court, in Katz
v. United States, moved from a property-
related treatment of searches to a pri-
vacy-oriented conception that defines
a search as an invasion of a reasonable
expectation of privacy.® The court de-
cided that the government should have
obtained a warrant before transmitting
and recording the defendant’s end of a
telephone call made from a telephone
booth. At the time, this seemed like
quite a victory for privacy proponents.

But four years later, in a case called
Wahite, this new conception of “search”
failed to cause the court to prohibit the
warrantless transmitting of a conversa-
tion between a defendant and a gov-
ernment agent in the former’s home.
The court’s theory, which antedated its
earlier move from trespass to privacy
analysis, was essentially that citizens
assume the risk that those they vol-
untarily speak with might be govern-
ment agents.” Because no reasonable
expectation of privacy was invaded, no
search had occurred. Justice Harlan,
who had crafted the privacy test in his
concurrence in the Katz case, dissented,
concerned as he was about the chilling
effects of secret surveillance. '

Twelve years after Katz, the court
determined that we do not have a
legitimate expectation of privacy in the
telephone numbers dialed from our
home telephones, since we “volun-
tarily” turn over this information (the
numbers dialed) to a third party (the
phone company).'! Hence, the gov-
ernment needs no warrant to obtain
these numbers from the telephone
company through company installation
{on company property, at government
request) of a special device (a “pen
register”’) that records the numbers.
Justice Marshall dissented, arguing that
the legitimacy of privacy expecta-
tions should depend on the “risks [we]

Arthur G. LeFrancois is a professor at Okla-
homa City University School of Law, whete
he teaches criminal law, criminal procedure,
and jurisprudence.

should be forced to assume in a free
and open society’*?

In these early privacy cases, the
court was taken with the notion that if
a person knowingly exposed informa-
tion to the public—even if the public
was the telephone company with whom
one had to do business if one wanted a
telephone—then one could not reason-
ably expect-that information to remain
private, even from the government.'
Further, talking to an acquaintance in
-bur home entailed assuming the risk
that we were, effectively, talking to the
government. But “secret” surveillance,
as in Katz, was thought to be another
matter. In White, the thinking went, one
of the conversational participants was
engaged in the monitoring activity; in
Katz, neither was.

In the 1980s, the court decided two
cases involving the use of “beepers”
to track the movements of canisters in
vehicles. Beepers are the oldest elec-
tronic tracking devices.!* They emit
radio signals that can be picked up by
receivers. Unlike GPS devices, beepers
do not record where they have been.
In United States v. Knotts, the court
determined that the use of a beeper
was not a search (did not invade a
legitimate expectation of privacy), on
the theory that the radio signals simply
aided the agents’ visual surveillance, and
the surveillance was limited to tracking
the canister along its journey on public
highways to outside a private cabin.

In United States v. Karo, the court de-
cided that transferring a “beeped” can-
ister to the subject of an investigation
was neither a search (because it created
only a “potential” for an invasion of
a legitimate expectation of privacy)
nor a seizure (because it worked no
meaningful interference with a pos-
sessory interest).!® But the court held
that monitoring a beeper in a private
residence in a setting not open to visual
surveillance invades a legitimate expec-
tation of privacy and so is a search.!’

In Dow Chemical Co. 1. United States,
a case involving aerial photography
that failed to give the court consti-
tutional pause, the court returned to
the enhanced sensory faculties theme,
warning that “[a]n electronic device to

penetrate walls or windows . . . would
raise very different and far more seri-
ous questions.”'® Kyllo v. United States
subsequently treated thermal imaging
of a home from a location in the street
as a search. Kyllo was concerned about
the employment of a device not in
general public use that sought to reveal
what would otherwise be unknowable
without an entry.'®

Doctrinal Challenges
There are thus a number of Fourth
Amendment doctrinal obstacles to
privacy preservation in the GPS con-
text. As to the seizure question, it has
proved difficult to show that the mere
installation of 2 GPS device (without,
say, removing the car to another loca-
tion or delaying the owner’s use of it)
or extracting data from the device is
a seizure—a meaningful interference
with possessory rights—particularly
if the device is installed and removed
while the vehicle is on public property.

As for the search question, a number
of doctrinal challenges arise. These
include the idea that what I knowingly
expose to “the public,” perhaps includ-
ing my vehicle’s movements, cannot
simultaneously be the object of a
search; enhancement of ordinary senses
analysis (if GPS observations could have
been made by visual surveillance, there
may be no search); and commonness of
surveillance device (if the surveillance
device was of a kind in general public
use, there may be no search).

There is an additional problem.
Courts sometimes accept warrant-
less surveillance methods that they
might reject if more widely used.
Judge Richard Posner, in an opinion
allowing warrantless GPS installation
and monitoring, besides noting that
the police had “abundant grounds for
suspecting the defendant,” considered
the possibility of “wholesale surveil-
lance” of thousands of vehicles and
deferred the question of whether such
mass GPS surveillance would qualify as
a search.” The Supreme Court has re-
acted similarly to the mass surveillance
question.?! What might not pass mus-
ter en masse seems to go unchecked in
relative isolation.
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The Future

A number of approaches are worth
considering in overcoming such doctrinal
obstacles in the GPS context. First, we
might ask whether, if GPS monitoring
were unregulated by the Fourth Amend-
ment, privacy would decrease to levels
“inconsistent with the aims of a free and
open society” This approach to assessing
surveillance methods was suggested 35
years ago by Professor Anthony Amster-
dam.? Such a standard is consistent with
an effort to recognize the normative
component of “legitimate” expectations
of privacy, although it obviously produces
no bright line. The approach is consistent
with concerns expressed by Justices Har—
lan and Marshall, among others.?

Under such an approach, we might
ask in new surveillance (and perhaps
other) cases, not whether a person rea-
sonably expected privacy, but whether
a person reasonably expected privacy
vis-3-vis the government.?* Although it
may be true that leaving garbage by the
curbside,? traveling on public roads, or
calling someone exposes information to
others, maybe we ought to be able to
reasonably expect that the person root-
ing through our garbage, monitoring
every movement our vehicle makes, or
recording a telephone number we dialed
Is not 2 government agent acting with-
out a warrant. Although a partially open
hotel room bathroom window might
invite a peeping Tom, perhaps it ought
not invite a warrantless peeping Uncle
Sam (or his state cousin).?® Of all of
these privacy-imperiling scenarios, GPS
monitoring would appear to be near the
top of the list.

Second, we could seek to make
more robust the older trespass view
of search doctrine, and characterize as
searches surveillance methods that either
invaded privacy or involved trespass,
however “technical.”® The idea would
be to regain some of the “bright-line”
advantages of a property-oriented viewr
of searches without losing protection in
cases of sophisticated surveillance that
involve no trespass.

Third, we might focus on the quan-
tity of information gleaned through
GPS monitoring, and determine that
it is so invasive of privacy interests that

20 TheSciTechLawyer SUMMER 2009

Fourth Amendment protection is war-
ranted. This is the approach of Profes-
sor Renée McDonald Hutchins.2® Her
analysis seeks to directly confront the
privacy challenges of GPS monjtor-
ing without revolutionizing Fourth
Amendment jurisprudence.

Fourth, some federal courts, address-
ing an issue left unresolved in Kinotts
and Karo,”® have treated installation
plus monitoring of beepers as a search.
Some have required a warrant,?® while
others have held that warrantless beeper
use 1s acceptable, as long as probable
cause exists.’! GPS devices, of course,
are much more intrusive than beepers.

Finally, some state courts are treating
monitoring of electronic tracking devices
as searches requiring warrants under their
state constitutions.* These courts, as the
final arbiters of the meaning of their state
laws, provide privacy protection where an
uncertain federal constitutional jurispru-
dence has not clearly done so. Mean-
while, the uneasy relationship between
privacy and increasingly intrusive innova-
tion continues. ¢
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