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Telecommunications Law
This course will review current events in telecommunications and the impact of regulatory and technological developments in building the super information highway. The goals of the course are 1) to have a basic understanding of the current issues in telecommunications and new technological innovations; 2) to develop a practical context and analytical framework for understanding the interdisciplinary issues in telecommunications; and 3) to learn how to use technology to access current resources.  The course will be conducted in a live classroom and  on-line using Elluminate, a web conferencing platform that provides two-way audio, video, white board displays and a variety of other functionality.  
Students will become familiar with the technology including broadcast, cable, telephony, the Internet, and new technology systems.   Students will not only study the industry, but also use the technology as an integral part of the class. Students will engage in role-playing and simulations to resolve current issues in regulation and licensing of technology.  

A. METHODOLOGY  

This course will require students to use the computer and the Internet. Class will be taught using a "Problem Method" or "Module Approach" to provide a context for discussion of cases, principles, and creative problem-solving and critical analytical thinking.  There is no casebook per se; the cites to all reading assignments will be provided in the syllabus and it is up to the student to access the materials via the Internet, Lexis or Westlaw.   
There is also an online-course workbook called “Cyber Workbooks”  (CWB)  that is interactive and contains modules, divided into parts with lessons, questions and answers. The workbook is designed to allow students to engage in self-directed learning with instant feedback. The program will time, grade, and record student responses.  Students should purchase the license from the CWSL  bookstore (619) 515-1520 with a credit card. Students will receive an email with instructions and their user name and password upon confirmation. 
During the  first week of class, students will receive  training on library and online resources.   Westlaw and Lexis training can be done outside of class. A bibliography database has been created as a resource on a variety of topics in telecommunications including the assigned reading. You should also see the professor for assistance in finding materials.  The website for the course is  on Professor Johnson’s faculty home page.  Click on Telecommunications Law. The website will be used to post assignments,  professor notes, links to class list and other resources.  Recordings of class lectures will be posted and/or sent to students.    

Within the second week of class, you will be asked to select a new technology or  communication service, e.g.,  voice, data, or video; and write a 3 page paper with footnotes, describing the new technology or application, the challenges in commercial deployment, and your views on the marketability of that service to consumer and/or business users.  

There will also be a 25 page paper including footnotes on any current legal topic in the field. There will also be a 25 page paper including footnotes on any current legal topic in the field. Topic and Thesis Statement will be due on October 14th ,   Outlines are due on October 28th . Introduction is due on November 17th.  Final paper due December  14th.
B. GRADES 

 Grades will be computed as follows:

Classroom participation
………10 points 

Cyber Workbook..............……………………………………...20 points

3 Page Paper on Technology
20 points

25 (SWO) Page Final
50 points


-------------- 


100 points

The class will be conducted through lecture and class discussion. Students are expected to comment, critique, and make recommendations. The first day of class will discuss basic principles and background information for the module problem and will have assigned reading.  The foundational material for the case study problems will be in Cyber Workbooks.  Students are expected to attend class and be prepared. Points will be deducted for repeated and unexcused absences.  The assignments below may change as modifications in the law or current events dictate. Advance notice will be provided in writing with any modifications.

C. ACCESSING MATERIALS 

Class will consist of Power Point slides, case studies, and an on-line course workbook  called Cyber Workbooks, which will provide the main text, case studies and problems.  Each class will consist of lecture and class discussions. Students are expected to comment, critique, and make recommendations. The materials will be presented in modules, or discreet segments that incorporate case studies and practical problems to understand the basic principles and issues. All law review articles and  periodicals may be accessed from Westlaw by selecting  the database  and then  "find" and typing in the cite as written on the syllabus. Students should pull the articles from Westlaw. Readings will be posted on the course webpage.  
 READING ASSIGNMENTS 

(SUBJECT TO CHANGE AS SPEAKERS ARE CONFIRMED)
I. MODULE 1: OVERVIEW OF TECHNOLOGY  
 
This module will focus on an overview of technology and how it is regulated. Students will select any technology and write a short paper describing the next killer application.   Students will then review the role of government as stakeholder and regulator of technology, focusing on the Federal Communication Commission, the Federal Trade Commission, and the Department of Justice. Students will examine the role of the FCC in regulating content and indecent speech and the transition rules for converting TV from analog to digital.  


 Students will work in a small group to identify the next killer application, and will select a technology and write a 3-page paper describing the technology, how it functions or its application, and your views on the commercial viability of the technology, including the pros and cons. 
A.     INTRODUCTION TO TECHNOLOGY  (8/31/09)
1. Get  user name and password for CWB and Elluminate from Bookstore.
2. Participants  Elluminate PPT Slides
3. Roland Pease,  'Unbreakable' encryption unveiled  (10/09/08)
4. Pam Benson,  “Report: U.S. spied on Americans' intimate conversations abroad,”  CNN News (10/9/08)
5. Michael C. Dorf, “The Supreme Court Upholds the FCC’s Policy on ‘Fleeting Expletives,” http://writ.news.findlaw.com/dorf/20090505.html 
B.    RESEARCH  TRAINING   (9/2/09)
1. Westlaw and Lexis Training (Bobbi Weaver)
2.  Computer Exercise
No class on 9/7/09

 C. PLAYERS-REGULATORS AND CONGRESS (9/9/09) 
1.      Federal Communications Commission, “Strategic Plan FY 2009-FY 2013,”  http://www.fcc.gov/omd/strategicplan/   ,  Strategic Plan   pp 4-17, 23-25
2.      “

 HYPERLINK "http://www.cwsl.edu/content/johnson/telecom/Telecom%20Spring%202007/Articles%20for%20Spring%202007/About%20the%20FCC.htm" About the FCC,”  http://www.fcc.gov/aboutus.html  pp 1-3
3.       

HYPERLINK "../FCC Commissioners  09.doc"
FCC Commissioners 2009 
4. Complete Cyber Workbooks Module 1.1.1-1.2.2

D. INTERNET TRENDS                 (9/14/09)
  (Speaker Invited-Christopher Fedeli  Davis Wright Tremaine LLP   Washington DC)
1.   Richard Abbott, “Anonymity Networks: Hiding in Plain Sight” 
2.  “High Speed Internet Access—Broadband” <http://www.fcc.gov.cgb/consumerfacts/highspeedinternet.html>     
3. Christopher Fedeli, “Carpool Lanes on the Internet: Effective Network Management”  Communications Lawyer (July 2009)  p 1
E.  KILLER  APP  EXERCISE   (9/16/09)  "The Next Killer App"
            1.  Complete Killer App Worksheet-Small Group Discussion
F. WRITTEN ASSIGNMENT: 3-PAGE TECHNOLOGY PAPER


1. Topic Due  9/21/09



2. Technology Paper  Due (3 pages with Footnotes  9/28/09) 
II. MODULE 2: REGULATION OF TELECOMMUNICATIONS  
 

 This module will focus on how telecommunications is regulated focusing on two case studies. The first case study will focus on the TV conversion from analog to digital.  The second case study will focus on the regulation of indecency.  This will be a practice session designed to familiarize students with working in small groups. Students will be divided into groups representing broadcasters and the  ACLU.  The third case study will focus on reconciling privacy interests and Fourth Amendment requirements when the government seeks to conduct warrantless searches on conversations over  VoIP or access cellphone tracking information.  Students will be divided into groups to identify their top three priorities for a  policy on what will satisfy due process requirement for the government to obtain cellphone tracking information.  Students will prepare a group CPS Worksheet. 

A.  DIGITAL TO ANALOG CONVERSION 
(9/21/09)
1. FCC News,  “Commission Affirms Service Rules Providing for Rapid
 Conversion  of Over the Air Broadcasting to Digital Television, ” (February 18, 1998)

2. FCC Consumer Facts, “Setting Up Your Digital to Analog Converter Box, 

3. FCC Announces Selection of 12 Grassroots Groups for DTV Outreach Valued at $8.4 Million (Jan. 6, 2009)
4. “DTV” Is Coming (And Sooner Than You Think) FCC Consumer Facts

5. Diane Werts, “The mythology of the analog to digital transition,” 2008 WLNR 3317389 (Feb. 20, 2008)

B.  REGULATING CONTENT AND INDECENCY  (Guylyn Cummins, Sheppard Mullin Richter & Hampton, LLP  San Diego)   (9/23/09, 9/28/09, 9/30/09)

9/23/09

1. Children’s Online Internet Protection Act, 47 USC 231 (1998)

2. Communications Decency Act of 1996  47 USC 223  (1996)

3. FCC v Fox TV, 129 SCt. 1800 (2009)

4. Ashley I. Kissinger, Katharine Larsen, “Shielding Jane and John: 
Can the Media Protect Anonymous Online Speech,” Communications Lawyer (July 2009)  p 4

5. Guylyn Cummins, “’Indecent’ Speech in 2009” Communications Lawyer (July 2009) p 1
9/28/09
6. Marc H. Greenberg, “The Baby and the Bathwater too: A Critique of American Library Ass’n v. US”  Syracuse Sci & Tech L Reporter (Fall 2005) 

7. Guylyn Cummins and Valerie Alter, “Can Intentional or Knowingly Reckless Misuse of Copyrighted Material be Considered Fair Use? Communication Lawyer  (July 2009)

9/30/09

8.  Small Group Discussion   (9/30/09)

         C. HOMELAND SECURITY AND PRIVACY    (10/5/09, 10/7/09, 10/12/09, 10/14/09)   
Internet Surveillance   (10/5/09)
1.      David Alan Jordan, “Decrypting the Fourth Amendment: Warrantless NSA Surveillance and the Enhanced Expectation of Privacy Provided by Encrypted Voice Over Internet Protocol,”  47 BCLRev 505 (2006)  506-530, 543-546
2.       Arthur G. LeFrancois, “Global Positioning System Technology and the Fourth Amendment,”  SciTech Lawyer  (Summer 2009)

3.   District Judge Nicolas .G. Garaufis, “Decision of Interest-Hybrid Theory Justifies Receipt of Cell-Site Information Under Pen Register Statute,”  12/10/2008 NYLJ 38  (Dec. 10. 2008)

 (10/7/09)   
4.     Brian Krebs, “File Sharing Leaks Sensitive Federal Data, Lawmakers are Told,”  Washington Post  A6  (July 30, 2009)  

5.  Jonathan Barker, “Society’s Carnivores, Both Good and Bad, The Internet Wiretap: Why We need it, and How it should be regulated.” 74 UMKC L. Rev. 965-972      
6. Ellen Nakashima, “Federal Requests for Cellphone Tracking Data Raise Privacy  Concerns,”  2007 WLNR 23148047 (11/23/07) 

7. Complete Cyber Workbooks Module 2.2.1-2.2.2
8.      CPS WORKSHEET  DUE (10/12//09)
9.      SMALL GROUP DISCUSSION  (10/12/09)
10.      PRESENTATIONS  (10/14/09)
III.  MODULE 3: CURRENT ISSUES IN INTELLECTUAL PROPERTY     (10/19/09, 10/21/09, 10/26/09)

Music  piracy has become a major problem for record companies and copyright holders generally. Legislation has been passed to address the problem, but enforcement has proven difficult and has antagonized consumers, many of whom believe that activities on the Internet should be free.  Many of the violators are teenagers or young adults.  There is currently technology that allows content providers to embed viruses and other disabling devices when someone tries to illegally download music or video. The players include Consumers, Copyright holders represented by the RIAA, and  Equipment Manufacturers  who are under pressure to install technical solutions that limit or prohibit copying, but are concerned about the cost and backlash from consumers.  You are going to be asked to evaluate where current self-help measures are adequate, and whether additional measures are required to address the issue. Students will draft a 1-page Assessment Report on  the effectiveness of current self-help actions.
A. OVERVIEW OF INTERNET PIRACY(10/19/09)  
1.    Read the following articles based upon your last name and be prepared to discuss them.
a.    Recording Industry Association of America v Verizon Internet Services, 351 F3d 1229 (DC Cir 2003)  Last name A-F
b.    Charter v SBC,  393 F3d 771 (2005) Last name  G-L
c.    Perfect 10 v. Google, 416 FSupp 2d 828 (C.D.Ca 2006) Last Name M-Q
d.    Arista Records  v. Flea World Inc. , 2006 WL 842883 


(DNJ 2006) Last Name R-Z

2.  Complete Cyber Workbooks Module 3.1.1-3.1.2
      

 B. SOLUTIONS TO INTERNET PIRACY  (10/21/09)    Speaker Invited   
1.      Shane Ham, Robert Atkinson, “ Confronting Digital Piracy,” PPI  www.ppiinfo@dlcppi.org   
2.      Doris Estelle Long, “E-Business Solutions to Internet Piracy: A Practical Guide

 HYPERLINK "http://www.cwsl.edu/content/johnson/telecom/Telecom%20Spring%202007/Confronting%20Digital%20Privacy.pdf" ,” 740 PLI/Pat 772-806  http://www.ppionline.org/documents/Digital_Copyright_1003.pdf 
3.  William Sloan Coats, Julieta L. Lerner, “Shifting Strategies for Protecting Music Online,”  The SciTech Lawyer  (Summer 2009)
            C. ROUNDTABLE   DISCUSSIONS  
                              1. SMALL GROUP DISCUSSIONS  (10/26/09)
                           

IV. MODULE 4: COMPUTER FRAUD, HACKING, AND SOFTWARE LICENSING

This module will  focus on use of technology for surveillance and spying, and  computer fraud.   
Part 1: Government Toll Fraud  (10/28/09)


Negotiate resolution of a bill and renewal of a contract following a dispute between the government and telecommunication provider following  unauthorized toll calls made by a disgruntled employee who hacked into the government telephone network.   This will be done by a round robin, meaning that everyone will participate to practice the art of negotiation. 
               A. EXERCISE: GOVERNMENT TOLL FRAUD  (10/28/09)
1.   AT&T v. NYC,  833 FSupp 962; 1993 U.S. Dist.Lexis 14516  (Gov. toll fraud)
                                
2. Negotiation Techniques (handout)
3.  In-class Negotiation: Gov. Toll Fraud (see instructions)
Part 2: Computer Fraud, Terrorism and Privacy (11/2/09, 11/4/09, 11/9/09, 11/11/09) 

This case study will focus on computer fraud and hacking and use of technology to conduct surveillance. Student groups will engage in negotiating resolution of these issues.
 Facts: Innovative Harry  is a student at the University of Tech and develops a computer simulation program  called TAISP   to predict future acts of terrorism and to develop war strategies.   After an unsuccessful attempt to license it to the Government, Harry hacks into the government’s computer system to access a database for use in his program.  The Government subsequently tracks down Harry, seizes his computer and puts him in jail. Harry has threatened to unleash a virus;  the Government wants the source code to his program and wants to stop the virus.   The University has claimed an interest in the program. The parties must negotiate a resolution that enables Harry to get out of jail, disposes of who owns the TAISP program, and allays the Government’s concerns that the program will not be used against U.S. interests.

                   A.  INTRODUCTION TO COPYRIGHT, TRADE SECRETS AND  


PATENTS  (11/2/09)     
1. Prof. John R. Kettle, “Intellectual Property Abstract,” 757 PLI/Pat 9, Copyright  pp 11-21, Ideas pp 36-40; 
2. Prof. John R. Kettle, “Intellectual Property Abstract,” 757 PLI/Pat 9, Patents pp 42-56; Trade Secrets pp 57-65
3. Complete Cyber Workbooks Module 4.1.1-4.1.4
                  B. COMPUTER  FRAUD AND HACKING: INNOVATIVE HARRY 


AND 
TAISP  (11/4/09)
1. Theofel v. Farey-Jones,  359 F3d 1066 (2004); 
2. People v. Superior Court  49 Cal Rptr 831, 835-838, 844-851  
3. Module Overview-- Complete Priority Charts
4. Complete Cyber Workbooks Module 4.2.1-4.2.4
i. Fill in your  Worksheets
ii. Priority Charts
5. Small Group Discussions (Charts and 1-pg Group Strategy due on your Opening position, Negotiating Points, and Bottom Line)  (11/9/09)
6. Roundtable Negotiation  (11/11/09)
C. SOFTWARE LICENSING OF TAISP  (11/16/09, 11/18/09, 11/30/09, 12/2/09) 
1. Evelyn M. Sommer, "Licensing Intellectual Property,"  pp 1-6, 12-14, 16-21  
2.  Michael E. Bieniek, "Software Licensing"  pp 1-30                                                     
3. Small Group Discussions  (Opening Position, Negotiation 

Points  and Bottom Line)  (11/30/09)
No class Week of 11/21/09
4. Roundtable Negotiation  (Last Day-12/2/09)           

                    FINAL PAPER  DUE BY COB VIA EMAIL  (12/14/09)   
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