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CLASS NEGOTIATION:  GOVERNMENT TOLL FRAUD  
INSTRUCTIONS

This module is designed to introduce you to issues confronting the government when hackers gain unauthorized access into government installations to make long distance calls. You will be introduced to federal statutes that have been enacted to address this problem. These exercises will also introduce  the fundamentals of negotiating a win-win solution. The skills you will be focusing on are applied problem solving, and negotiation. 


Module 2 will be divided into two parts. Part 1 will engage the entire class in a negotiation exercise.  The class will be divided into two groups. One group will represent the government and the other group will represent the telephone company.  Students will negotiate in a round robin format; meaning that two persons will negotiate for 5 minutes, and then another two persons will pick up the negotiation until everyone has participated or some agreement is reached. There will be feedback on both negotiation styles and substantive progress.   

There are two issues to be resolved: 1) How can the government prevent this from happening in the future and not have to pay for those calls that have been unauthorized; and 2) How can the telephone company get renewal of their agreement with provisions that allocate responsibility in the future. The telephone company will go first with their position, followed by the government.  

Part 2 will build on what is learned in Part 1 to negotiate a settlement of a claim by the U.S. government against students who have developed an decoding device and hacked into government installations.  


EXERCISE RULES  

BREAK DOWN INTO TWO GROUPS. YOU WILL HAVE 20

 MINUTES IN SMALL GROUPS TO DECIDE ON THE FOLLOWING:


1. ESTABLISH A BOTTOM LINE AND RATIONALE. 

Prioritize what you want to achieve, what you are willing to give up (negotiating points), and what you want to end up with. 


2. DETERMINE NEGOTIATING STRATEGY OF THE


 PRESENTERS, E.G., GOOD GUY, BAD GUY


How will you work together in a team, and who will be responsible for           making what points.

3. DETERMINE YOUR OPENING POSITION

This should reflect your wish list or optimum position.


 DURING THE NEXT CLASS, WE WILL HAVE THE ACTUAL NEGOTIATION. 


When you begin, state your name, who you represent and your basic three points that you want to stress. Then ask a question that allows the other person to respond. The key is to get an exchange going or continue where your team mate left off. The goal is to reach an agreement with whom  both parties can be  satisfied.

READING ASSIGNMENT 
 

  A. EXERCISE: GOVERNMENT TOLL FRAUD  

1. AT&T v. NYC,  833 FSupp 962; 1993 U.S. Dist.Lexis 14516  (Gov. toll fraud)

 


2.  In-class Negotiation: Gov. Toll Fraud (see instructions)

HYPOTHETICAL-GOVERNMENT TOLL FRAUD

STATEMENT OF THE PROBLEM

Hackers have accessed from a remote site, the U.S. NASA=s government=s PBX system at a government installation over a weekend running up a bill of $50,000 in long distance calls. The system was installed by AT&T and is maintained by the government, although the government must rely upon the telephone company to warn them when there is an unusually high volume of calls. AT&T has a practice of monitoring calls for unauthorized use, particularly in high volume areas such as Pakistan, Columbia, and the Dominican Republic. AT&T became aware of the high volumes of calls on Saturday, but did not notify the government until Tuesday.

The terms of the agreement are silent regarding unauthorized calls and there is no cap or disclaimer of liability. The Agreement states that the customer will be liable for calls that originate or accepted by the customer. The AT&T contract is up for renewal in one month.

The government is prohibited from using taxpayer money to pay fees and penalties outside of those authorized. Case law generally imposes liability on the customer for unauthorized calls made from a remote location where they originate at the customer site, except where there is willful misconduct requiring intent, or gross negligence where there is damage.

PROFESSOR'S  OVERHEADS


SECURITY TRENDS

1. ACCESS TO DATABASES AND INFORMATION IS MORE 

VALUABLE 

2. INTERCONNECTIVITY ALLOWS A SEAMLESS WEB

3. GROWING CULTURE OF HACKERS BREAKING CODES  

AND GAINING UNAUTHORIZED ACCESS


SECURITY STATUTES

WHO: PROTECTS PRIVATE USERS AND PROVIDERS

WHAT: PROTECT AGAINST INTERCEPTING PRIVATE 

MESSAGES 

WHY:  DISCOVER PERPETRATORS

WHEN: AFTER DULY AUTHORIZED SEARCH WARRANT OR 

WIRETAP


TYPES OF SECURITY DEVICES

1. PASSWORDS: MOST COMMON

2. CALLER IDENTIFICATION WITH FREE BLOCKING

3. BIOMETRIC SYSTEM, E.G., UNIQUE BIOLOGICAL TRAIT

4. MECHANICAL SYSTEMS, E.G., MAGNETIC TOKEN 

5. CALL-BACK SYSTEMS

6. ENCRYPTIONS DEVICES

7. HERF GUNS, RADIO FREQUENCY INTERFERENCE?


GOVERNMENT TOLL FRAUD


RULES OF LAW

1.
IN THE ABSENCE OF AN AGREEMENT, THE GOVERNMENT IS LIABLE FOR UNAUTORIZED CALLS FROM A REMOTE LOCATION THAT ORIGINATE AT THE CUSTOMER'S SITE(S), OR FROM A REMOTE LOCATION TO THE CUSTOMER'S SITE. 

2. 
THERE IS AN EXCEPTION WHERE THERE IS WILLFUL MISCONDUCT CAUSED BY A FAILURE TO WARN; OR

3.
GROSS NEGLIGENCE IS FOUND CAUSING DAMAGE. 

MODULE 2: BIG BROTHER IS WATCHING
PART 1: PROFESSOR'S NOTES

I. SECURITY ISSUES: protecting confidential database or files, and unauthorized access and invasion of privacy

A. Trends

1. Technology is advancing to the point that access to database and information is becoming very valuable. However, many companies are losing millions of dollars through unauthorized access, interception, and fraudulent dissemination of proprietary information. Digitization is making it harder to intercept. 


2. Interconnectivity allows computers to communicate with one another over a seamless web, which also permits access to databases, files, from a variety of sources; today, aside from encryption, the only way to protect is through dedicated lines. Effect is technology is used for internal administrative operations such as inventory control, billing, compliance monitoring; to business transactions-wiring of funds; and collaboration on research and development

3. There exists a culture of users called hackers that pride themselves on being able to break encoded messages, passwords, and access unauthorized and confidential files. their intent often is simply to prove that it can be done. There is also a culture that believes that access to information should be made freely available to anyone who wants it and objects to use of Internet and other such networks for commercial purposes. This has also lead to disclosing information with the intent to impact the market.

B. Summary of issues


1. who-protect private users and providers from criminals--intended to extend to transmissions between gov. and private industry; not extended to between private companies 

2. what-protect vs. intercepting of private messages and communications, access to proprietary information, unauthorized disclosure of confidential information, authenticity; distinction in the law should be made where fraud is perpetrated by someone who is authorized to access but steals--embezzlement vs. someone who uses computer to commit fraud then computer abuse.

3. why need for security devices: discover perpetrators of crank calls, stalking, obscenity; protect health and personal information; trade secrets and proprietary information; unwanted solicitation or gathering of personal data re buying habits; authenticity

4. when: duly authorized search warrant or wiretap for calls are initiated, received, ability to retrieve databases

C. Types of security devices: hardware, software, and statutory restrictions on use of information

1. Passwords-most common; only as good as the security of who knows then access code; most hackers use other's passwords to access it so that the computer is unaware that the user is unauthorized

2. caller identification with free blocking: allows to screen calls; restriction on use of automatic number identification by 800 and 900 services to call management and completing transactions initiated electronically

3. biometric system: local user is verified by unique biological trait such as voice or fingerprint; increasingly used in electronic commerce to verify transactions. Technology still being developed and very expensive. Presently, still need to send written verification via fax.

4. mechanical systems  use physical item, like a magnetic token or card. SMART cards being used for assisted persons to get benefits. ATM cards for banking.

5. Call back systems: target computer calls the remote user at a predetermined telephone no so that the only remote users at correct number have access.

6. Encryption devices- key or decode ring that allows you to decipher message-based upon mathematical algorithms; only remote users with appropriate decryption have access to the data

7. HERF Guns- uses radio frequency to destroy software

E. Policy debate 

1.Balance between increased concern over safety and the effectiveness of law enforcement, and individual's right to privacy

a. There is a trend to prevent unauthorized access via security devices. This usu. impacts on privacy concerns 'cause it becomes more necessary to have more personal information on user to verify, e.g. social security no,  home phone number, fingerprint or voiceprint. Positive effect is that reduces amount of infringement and computer abuse

b.  customer proprietary network information-information about subscribers, e.g., how much use telephone, who call, where buy, what buy, where bank--in most instances this information is collected by vendor and then sold to others as marketing tools.

2. Tremendous debate over extent to which government should have access to proprietary information of individuals and companies available electronically.

3. Security on the front is considered more preferable than criminal penalties on the back end 'cause enforcement is very difficult--few are prosecuted--1978-1989 less than 200 criminal prosecutions and most visible offenders handled leniently; only one successful prosecution under Computer Fraud Act in six years-Morris in 1991. Statutes do not deter abuse

a. hard to identify the perpetrator 'cause usu. assume identity of one authorized. Hard to trace 'cause only connection is via phone lines since no physical limits, can have a number of identities and route through number of places.

b. traditional elements of proof are unavailable, no eyewitness, no weapon, no identification, Fourth Amendment protection is difficult

c. Lack of incentives to prosecute-Victims do not want to admit that security system has flaws, and with only criminal penalties, no financial compensation to victims

4. Are hackers villans or a type of conscientious objector or folk hero seeking to preserve the open access of internet and to prove a point about how ludicrous it is to turn it into a commercial vehicle. 

--Media overstates extent of abuse and many who are considered to be hackers in fact are not. E.G.

a. Kevin Mitnick, who alluded police be being knowledgeable about telephone system and would route calls to other locations; 

b. Hann Hubner stole passwords through friend and sold to KGB; 

c. Morris is only one who had genius in creating a virus or worm that duplicated itself over internet at such a pace that it crashed 6000 systems that resulted in damage of $150,00 vs $97 million reported--his intent was to access as many computers as possible by using flaws in programs, but when discovered it had spread, collaborated with someone to devise a way to kill the virus. Convicted but no jail, paid a fine w/ 3 yrs probation and community service.  The amount of damage caused by them is not what thought

F. Enforcement concerns:

1. tracking down persons who may use false identifications, travel via another server 

2. require to produce proprietary information to substantiate claim that unauthorized

2. civil and criminal penalties often a double-edged sword in that protects victims but it also limits ability to investigate breaches (particularly if do not provide disclosure)

