COMPUTER FRAUD, TERRORISM AND PRIVACY  MODULE

   WORKSHEET  
Applicable Rules and Defenses

	ACTION
	APPLICABLE STATUTE
	 RULE
	DEFENSE

	Harry creates TAISP as a graduate student
	Copyright Act of 1976

17 USC 101
	
	

	Harry puts TAISP on hard drives encased in a black box.     
	Patent Act

35 USC 1-376

Uniform Trade Secrets Act
	
	

	Faculty advisor  provides  substantial assistance w/ programming
	Copyright Act of 1976

17 USC 101;

Patent Act

35 USC 1-376
	
	

	Harry hacks into FBI and NSA Database
	-Computer Fraud & Abuse Act; USAPA §814
	
	

	Harry creates a virus to disrupt strategic computer networks
	-USA Patriot Act § 808

-Electronic Espionage
	
	

	FBI trace the hack back to University
	Computer Fraud & Abuse Act
	
	

	University gives gov.  access to computer system
	-USA Patriot Act §217
	
	

	University gives gov. access to student records
	-USA Patriot Act § 507

- Calif. Right to Privacy 
	
	

	Gov. secretly wiretaps Harry’s phone calls and e-mails  
	-USA Patriot Act § 202, 210, 216, 213

- Calif. Right to Privacy

-ECPA
	
	

	
	
	
	


	ACTION
	 APPLICABLE STATUTE
	 RULE
	DEFENSE

	Gov. seizes computers, reads files and disks
	-Calif. Right to Privacy

-ECPA (18 USC 2701)
	
	

	Gov. detention of  Harry w/o filing charges  for 3 days
	-Fourth Amendment 
	
	

	Gov. threats vs. fiancée to get to father


	-“Torture”
	
	

	Gov. secretly wiretaps  fiancée’s phone calls and emails  
	-USA Patriot Act § 202, 210, 216, 213

-Calif. Right to Privacy

-50 USC 1802
	
	

	Gov. access Harry’s room w/o warrant 
	Fourth Amendment
	
	

	Harry’s Unauthorized Use of University Supercomputer

(state actor)
	Computer Fraud & Abuse Act; USAPA §814
	
	


HARRY’S  PRIORITIES

	Interest
	Priorities
	Negotiating Points
	Bottom Line

	Get out of Jail
	
	-Can assist in predicting future acts; no intent to harm; never intended virus to be spread
	

	Patent interest in TAISP
	
	Creator & developer; Used own resources; Part of thesis so student work product; No explicit agreement to transfer any interest
	

	Copyright interest in TAISP
	
	Creator & developer; Used own resources; Part of thesis so student work product; No explicit agreement to transfer any interest
	 

	Harry hacks into FBI and NSA Database
	 
	-Info was not classified; and intent was to assist in tracking down terrorist, but needed to validate  reliability of program  
	 

	Gov. secretly wiretaps Harry’s phone calls and emails  
	 
	Wiretap authority of ECPA 18 USC 2703 can wiretap all numbers re target and delay service of  warrant.
	 

	Gov. access Harry’s room w/o warrant 
	 
	No probable cause ‘cause no risk of destruction of property    No  exigent circumstances
	 

	Gov. seizes computers, reads files and disks
	 
	-No warrant obtained;  

-No. exigent circumstances, destruction or flight 
	

	Gov. detention of  Harry w/o filing charges  for 3 days
	  
	-Riverside- unlawful detentions

-Denied access to counsel or reading of rights
	

	Gov. threats vs. fiancée to get to father
	 
	-Not Justifiable  

-Physical Life not at stake  
	

	Harry hacks into FBI and NSA Database
	 
	-Info was not classified; and intent was to assist in tracking down terrorist, but needed to validate.     
	 


GOVERNMENT’S  PRIORITIES

	Interest
	Priorities
	Negotiating Points
	Bottom Line

	Access to TAISP; Prevent disclosure of TAISP via Secrecy Order
	
	Within Gov rights to consider TAISP a national security issue; right to take w/ 75% compensation
	

	Harry hacks into FBI and NSA Database; FBI trace the hack back to University


	
	-Violated Computer Fraud & Abuse Act; USAPA §814

-Intent to access the computer is enough  
	

	Harry creates a virus to disrupt strategic computer networks
	 
	-USA Patriot Act § 808

-Electronic Espionage   
	

	Gov. secretly wiretaps Harry’s phone calls and emails  
	 
	 Roving Wiretap order/warrant obtained
	

	Gov. secretly wiretaps  fiancée’s phone calls and emails  
	 
	Wiretap authority of ECPA 18 USC 2703 can wiretap all numbers re target and delay service of  warrant; Harry spent time at fiancee’s house and used phone and computer

 
	  

	Gov. access Harry’s room w/o warrant 
	 
	-Exigent circumstances, fear that Harry would destroy evidence

- University property
	

	Gov. seizes computers, reads files and disks
	 
	 Exigent circumstances, destruction or flight 
	

	Gov. detention of  Harry w/o filing charges  for 3 days
	  
	-Voluntary
	

	Gov. threats vs. fiancée to get to father
	 
	- Disabling of strategic computers could result in harm to public  

-justifiable ‘cause of the virus  
	


UNIVERSITY’S PRIORITIES

	Interest
	Priorities
	Negotiating Points
	Bottom Line

	Joint ownership of Copyright in TAISP 
	
	University policy; Faculty consent to work for hire; Faculty assistance in TAISP development; Use of the University Supercomputer while employed
	

	Joint ownership of Patent in TAISP 
	
	University policy; Faculty consent to work for hire; Faculty assistance in TAISP development; Use of the University Supercomputer while employed
	

	Shop right in TAISP
	
	 University policy; Faculty consent to work for hire; Faculty assistance in TAISP development; Use of the University Supercomputer while employed
	

	University gives access to computer system
	 
	-Victims can monitor & intercept trespasser’s communication
	

	University gives access to student records
	 
	-University is not liable for disclosure per § 507

University is state actor; owns computer 
	

	Gov. access Harry’s room w/o warrant 
	 
	-University property

-Victim of compute hack
	

	Right to benefit from further research
	
	- Have the facilities, technical support in AI


	


